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On probability logic
Zoran Ognjanović, Miodrag Rašković, Zoran Marković and Aleksandar Perović

and decidable formalism with enough expressive power to
capture representation and formal resolution of the underlying/motivating problems. We have used the following types of
basic probability formulas:
• P>s α. In the simplest case s is a rational number from
the real unit interval [0, 1] and α is a classical formula
(propositional or predicate). The intended meaning is
that the probability of α is at least s. In some formal
systems we allow iteration of the probability operator
P>s . Furthermore, s might be a proper hyperreal number
from certain Hardy field;
• α  β. The intended meaning here is that β is more
probable than α;
• QF α. Here F is a recursive subset of the set [0, 1] ∩ Q.
The intended meaning is that the probability of α is in
F;
• CP>s (α, β). The intended meaning is that the conditional
probability of α given β is at least s. The meaning of
CP>s (α, β), CP=s (α, β), CP6s (α, β) and CP<s (α, β)
should be self explanatory;
• CP≈s (α, β). The intended meaning is that the conditional
probability of α given β is infinitely close to s.
Some of the developed formal systems involving the above
probability operators are:
• LP P1 (L for logic, the first P for propositional, and
the second P for probability), probability logic which
starts from classical propositional logic, with iterations
of the probability operators and real-valued probability
functions [32], [34];
Fr(n)
• LP P1
and LP P1S that are similar to LP P1 , but
with probability functions restricted to have ranges
{0, 1/n, . . . , (n − 1)/n, 1} and S, respectively [30], [32],
[34];
Fr(n)
A,ω1 ,Fin
• LP P1
, probability logic similar to LP P1
, but
with probability functions restricted to have arbitrary
finite ranges [9];
LT L
• LP P1
, probability logic similar to LP P1 , but the
basic logic is discrete linear-time logic LT L [31], [32],
[37];
Fr(n)
• LP P2 , LP P2
, LP P2A,ω1 ,Fin and LP P2S , probability
logics similar to the above logics, but without iterations
of the probability operators [32], [34], [52];
• LP P2,P,Q,O , probability logic which extends LP P2 by
having a new kind of probabilistic operators of the form
QF [33];
Fr(n)
• LP P2, and LP P2, , probability logics similar to
Fr(n)
LP P2 and LP P2
, but allowing reasoning about qualitative probabilities [39];
I
• LP P2 , probability logics similar to LP P2 , but the basic
logic is propositional intuitionistic logic [25], [26], [27];

Abstract—The aim of the paper is to present our work
related to the axiomatization of reasoning about uncertainty via
various probability operators acting on classical or probabilistic
formulas.
Index Terms—probability logic, completeness, decidability.

I. I NTRODUCTION
Probability logic (or probability logics, since there is more
than one) is a common name for formal (or informal) reasoning about probability. The main idea is to express estimations
(boundaries) of probability of certain statements (formulas)
and to be able to derive probability estimates for some other
formulas which (in some sense) logically follow from them.
Roots of reasoning about probability can be traced back
at least to Leibnitz. In the last decades, there is a growing
interest in the field connected with applications to computer
science and artificial intelligence. Researchers from those areas
have studied uncertain reasoning using different tools. Some
of the proposed formalisms for representing, and reasoning
with, uncertain knowledge are based on probabilistic logics.
That approach extends the classical (propositional or first
order) calculus with expressions that speak about probability,
while formulas remain true or false. Thus, one is able to
make statements of the form (in our notation) P>s α with the
intended meaning ”the probability of α is at least s”.
The probability operators behave like modal operators and
the corresponding semantics consists in special types of Kripke
models (possible worlds) with addition of probability measures
defined over the worlds. One of the main proof-theoretical
problems with that approach is providing an axiom system
which would be strongly complete (”every consistent set of
formulas has a model”, in contrast to the weak completeness
”every consistent formula has a model”). This results from the
inherent non-compactness of such systems. Namely, in such
languages it is possible to define an inconsistent infinite set
of formulas, every finite subset of which is consistent (e.g.,
{¬P=0 α} ∪ {P<1/n α : n is a positive integer}). As it was
pointed in [34], [62], there is an unpleasant consequence of
finitary axiomatization in that case: there exist unsatisfiable
sets of formulas that are consistent with respect to the assumed
finite axiomatic system (since all finite subsets are consistent
and deductions are finite sequences). Another important theoretical problem is related to the decidability issue.
Over the course of almost two decades we have developed
various probability logics involving different kind of probability operators. The leitmotif was to develop a complete
Z. Ognjanović, M. Rašković and Z. Marković are with the Mathematical
Institute of Serbian Academy of Sciences and Arts, Kneza Mihaila 36,
11000 Belgrade, Serbia; e-mail:{zorano, miodragr, zoranm}@mi.sanu.ac.rs
A. Perović is with the University of Belgrade, Faculty of transportation
and traffic engineering, Vojvode Stepe 305, 11000 Belgrade, Serbia. e-mail:
pera@sf.bg.ac.rs
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Fr(n)

LF OP1 , LF OP1
, LF OP1A,ω1 ,Fin , LF OP1S and
LF OP2 , first-order counterparts of the above logics [34],
[56];
S,≈
• LP CP2
, propositional Kolmogorov’s style-conditional
probability logic, without iterations of the probability
operators, with probability functions restricted to have
the range S and probability operators that can express
approximate probabilities [35], [38], [58], [59], [60];
Chr
• LP CP2
, propositional conditional probability logic,
which corresponds to de Finetti’s view on coherent conditional probabilities [17], [36].
Our method for solving the non-compactness problem was
to introduce infinitary derivation rules, i.e., to allow infinite
deductions.
The rest of the paper is organized as follows: in Section
2 we will give a brief historical overview; in Section 3, we
will outline syntax and semantics of one of our systems,
namely LP P2 ; in Section 3 we will discus decidability of
LP P2 and general connection between probability formulas
and systems of linear inequalities; in Section 4 we will discuss
some axiomatization issues and how we have handled them in
the case of LP P2 logic; in Section 5 we present some recent
results; concluding remarks are in the final section.
•

The most important advancement in probability logic, after
work of Leibnitz and Boole, was made by H. Jerome Keisler.
The purpose of his famous paper [18] was to give modeltheoretic approach to probability theory. Also it is important
to emphasize that in this paper he makes use of nonstandard
analysis as an useful method.
Keisler introduced several probability quantifiers, as for
example P x > r. The formula (P x > r)φ(x) means that
the set {x : φ(x)} has probability greater than r. A recursive
axiomatization for that kind of logics (the main one denoted by
LAP ) was given by D. Hoover [15]. He used admissible and
countable fragments of infinitary predicate logic ( but without
ordinary quantifiers ∀ and ∃). For more on this approach we
refer the reader to [1], [5], [6], [7], [8], [11], [16], [19], [20],
[21], [45], [46], [47], [48], [49], [50], [51], [53], [54], [55],
[57], [61].
Since the middle of 1980’s the interest in probabilistic
logics started growing because of development of many fields
of application of reasoning about uncertain knowledge: in
medicine, economics, artificial intelligence, computer science,
philosophy etc. Researchers attempt to combine probabilitybased and logic-based approaches to knowledge representation. In the logical framework for modeling uncertainty,
probabilities express degrees of belief. For example, one can
say that ”probability that Homer wrote Iliad is at most a half”
expressing one’s disbelief that Homer is the real author of
Iliad. The first of those papers is [28] (see also: [29]) which
resulted from the work on developing an expert system in
medicine, where N. Nilsson tried to give a logic with probabilistic operators as a well-founded framework for uncertain
reasoning. Sentences of the logic spoke about probabilities.
He was able to express a probabilistic generalization of modus
ponens as ”if α holds with the probability s, and β follows
from α with the probability t, then the probability of β is r”.

II. H ISTORICAL OVERVIEW
Gottfried Wilhelm Leibnitz (1646 – 1716) investigated
universal basis for all sciences and tried to establish logic as a
generalized mathematical calculus. He considered probabilistic
logic as a tool for the uncertainty estimation, and defined
probability as a measure of knowledge. In some of his essays
[22], [23], [24] Leibnitz suggested that tools developed for
analyzing games of chance should be applied in developing
a new kind of logic treating degrees of probability which, in
turn, could be used to make rational decisions on conflicting
claims. He distinguished two calculi. The first one, forward
calculus, was concerned with estimating the probability of an
event if the probabilities of its conditions are known. In the
second one, called reverse calculus, estimations of probabilities of causes, when the probability of their consequence is
known, were considered. Leibnitz’s logical works were for
the most part published long after his death (by L. Couturat
in the early 1900s). However, Leibnitz had some successors,
the most important of whom, when the probabilistic logic is in
question, were the brothers Jacobus (1654 – 1705) and Johann
(1667 – 1748) Bernoulli, Thomas Bayes (1702 – 1761), Johann
Heinrich Lambert (1728 – 1777), Pierre Simon de Laplace
(1749 – 1827), Bernard Bolzano (1781 – 1848), Augustus De
Morgan (1806 – 1871), George Boole (1815 – 1864), John
Venn (1834 – 1923), Hugh MacColl (1837 – 1909), Charles
S. Peirce (1839 – 1887), Platon Sergeyevich Poretskiy (1846 –
1907), etc. More information can be found in [12], [13], [14].
It is interesting that Boole devoted equal attention to what
is today called classical logic (or Boolean algebra) and to
probabilistic logic. While the first was extremely successful
and is still considered the first important advancement in logic
since Aristotle, the second, which contained some errors, had
very little impact and was practically forgotten.

III. S YNTAX AND SEMANTICS OF LP P2
In this section we will start with the presentation of the
logic LP P2 , which, in our approach, may be considered the
core (or the simplest) probability logic. We describe its syntax
and some classes of models, give an infinitary axiomatization
and prove that it is sound and complete with respect to the
mentioned classes of models.
A. Syntax
Let S be the set of all rational numbers from [0, 1]. The
language of LP P2 consists of the denumerable set φ =
{p, q, r, . . .} of primitive propositions, classical propositional
connectives ¬, and ∧, and a list of probability operators P≥s
for every s ∈ S. The set F orC of all classical propositional
formulas over the set φ is defined as usual. The formulas from
the set F orC will be denoted by α, β, . . . If α ∈ F orC and
s ∈ S, then P≥s α is a basic probability formula. The set
F orP of all probability formulas is the smallest set
• containing all basic probability formulas, and
• closed under formation rules: if A, B ∈ F orP , then ¬A,
A ∧ B ∈ F orP .
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The formulas from the set F orP will be denoted by A, B,
. . . Let F orLP P2 = F orC ∪ F orP . The formulas from the set
F orLP P2 will be denoted by Φ, Ψ, . . .
We use the usual abbreviations for the other classical
connectives, and also denote:
• ¬P≥s α by P<s α,
• P≥1−s ¬α by P≤s α,
• ¬P≤s α by P>s α,
• P≥s α ∧ P≤s α by P=s α, and
• both α ∧ ¬α and A ∧ ¬A by ⊥, letting the context
determine the meaning.
As it can be seen, neither mixing of pure propositional
formulas and probability formulas, nor nested probability
operators are allowed. Thus, α ∧ P≥s β and P≥s P≥r α do not
belong to the set F orLP P2 .
Let p1 , . . . , pn be a list of all primitive propositions from
Φ ∈ F orLP P2 . An atom a of Φ is a formula of the form
±p1 ∧ . . . ∧ ±pn , where ±pi is either pi , or ¬pi .

T is LP P2,Meas -satisfiable, the set T itself is not. So, the
compactness theorem ”If every finite subset of T is satisfiable,
then T is satisfiable” does not hold for LP P2 .

Example 3.2: Note that the classical formulas do not behave in the usual way: for some α and β ∈ F orC and an
LP P2,Meas -model M it can be M |= α ∨ β, but that neither
M |= α, nor M |= β. Similarly, it can be simultaneously
M 6|= α and M 6|= ¬α. Nevertheless, the set of all classical
formulas that are valid with respect to the above given semantics and the set of all classical valid formulas coincide,
because every world from an arbitrary LP P2,Meas -model can
be seen as a classical propositional interpretation.

Some of particularly important classes of LP P2 -models are:
• LP P2,Meas,All ,
• LP P2,Meas,σ and
• LP P2,Meas,Neat .
A model M = hW, H, µ, vi belongs to the first class if H
is the power set of W , i.e., if every subset of W is µmeasurable. A model M belongs to the second class if it
is a σ-additive measurable model, i.e., if µ is a σ-additive
probability measure. A model M belongs to the third class if
it is a measurable model such that µ(H1 ) = 0 iff H1 = ∅, i.e.,
if only the empty set has the zero probability.

B. Semantics
The semantics for F orLP P2 will be based on the possibleworld approach.
Definition 3.1: An LP P2 -model is a structure M =
hW, H, µ, vi where:
• W is a nonempty set of objects called worlds,
• H is an algebra of subsets of W , and
• µ is a finitely additive measure, µ : H → [0, 1],
• v : W × φ → {true, f alse} provides for each world
w ∈ W a two-valued evaluation of the primitive propositions, that is v(w, p) ∈ {true, f alse}, for each primitive
proposition p ∈ φ and each world w ∈ W ; a truthevaluation v(w, ·) is extended to classical propositional
formulas as usual.

If M is an LP P2 -model and α ∈ F orC , the set {w :
v(w, α) = true} is denoted by [α]M . We will omit the
subscript M from [α]M and write [α] if M is clear from the
context. An LP P2 -model M = hW, H, µ, vi is measurable if
[α]M ∈ H for every formula α ∈ F orC . In this section we
focus on the class of all measurable LP P2 -models (denoted
by LP P2,Meas ).
Definition 3.2: The satisfiability relation |=⊆ LP P2,Meas ×
F orLP P2 satisfies the following conditions for every
LP P2,Meas -model M = hW, H, µ, vi:
• if α ∈ F orC , M |= α iff for every w ∈ W , v(w, α) =
true,
• if M |= P≥s α iff µ([α]) ≥ s,
• if A ∈ F orP , M |= ¬A iff M, 6|= A,
• if A, B ∈ F orP , M |= A ∧ B iff M |= A and M |= B.

Definition 3.3: A formula Φ ∈ F orLP P2 is satisfiable if
there is an LP P2,Meas -model M such that M |= Φ; Φ is
valid if for every LP P2,Meas -model M, M |= Φ; a set of T
formulas is satisfiable if there is an LP P2,Meas -model M such
that M |= Φ for every Φ ∈ T .

Example 3.1: Consider the set T = {¬P=0 α} ∪ {P<1/n α :
n is a positive integer}. Although every finite subset of

IV. D ECIDABILITY
Here we will consider the problem of satisfiability of
F orLP P2 formulas. This special case is rather instructive and
gives fine guidelines for some more complex formal systems
involving probability operators.
Since there is a procedure for deciding satisfiability and
validity for classical propositional formulas, we will consider
F orP -formulas only.
So, let A ∈ F orP . An atom a of A is a formula of the form
±p1 ∧ . . . ∧ ±pn , where ±pi is either pi , or ¬pi , and p1 , . . . ,
pn are all primitive propositions appearing in A. Note that for
different atoms ai and aj we have
` ai → ¬aj .
Thus, in every LP P2,Meas -model
µ(ai ∨ aj ) = µ(ai ) + µ(aj ).
It is easy to show that A is equivalent to a formula
DN F (A) =

ki
m ^
_

X i,j (p1 , . . . , pn )

i=1 j=1

called a disjunctive normal form of A, where:
i,j
• X
is a probability operator from the set
{P≥si,j , P<si,j }, and
i,j
• X (p1 , . . . , pn ) denotes that the propositional formula
which is in the scope of the probability operator X i,j
is in the complete disjunctive normal form, i.e. the
propositional formula is a disjunction of the atoms of
A.
As it is noted
F orP -formula A is equivalent to
Wm above,
Vki a i,j
DN F (A) = i=1 j=1
X (p1 , . . . , pn ). A is satisfiable iff
at least one disjunct from DN F (A) is satisfiable. Let the
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Alternatively, we can say that T is inconsistent iff T ` ⊥.
Also, note that classical and probability formulas are handled
in different ways in Definition 5.2: it is not required that for
every classical formula α, either α or ¬α belongs to a maximal
consistent set, as it is done for formulas from F orP .
Let us now discuss the above axioms and rules. First note
that, by Axiom 1, the classical propositional logic is a sublogic
of LP P2 . It is also easy to see that every LP P2 -proof consists
of two parts (one of them may be empty). In the first one
only classical formulas are involved, while the second one
uses formulas from F orP . Two parts are separated by some
applications of Rule 2. There is no inverse rule, so we can pass
from the classical to the probability level, but we cannot come
back. It follows that LP P2 -logic is a conservative extension of
the classical propositional logic. The axioms 2 – 6 concern the
probabilistic aspect of LP P2 . Axiom 2 announces that every
formula is satisfied by a set of worlds of the measure at least
0. By substituting ¬α for α in the axiom, the formula P>0 ¬α
is obtained. According to our definition of the operator P61 ,
we have the following instance of Axiom 2:
2’. P61 α (= P>1−s ¬α, for s = 1).
It forces that every formula is satisfied by a set of worlds of the
measure at most 1, and gives the upper bound for probabilities
of formulas in LP P2,Meas -models. In a similar way,the axioms
3 and 4 are equivalent to
3’. P>t α → P>s α, t > s
4’. P>s α → P>s α
respectively. The axioms 5 and 6 correspond to the additivity
of measures. For example, in Axiom 5, if sets of worlds that
satisfy α and β are disjoint, then the measure of the set of
worlds that satisfy α ∨ β is the sum of the measures of the
former two sets. Rule 1 is classical Modus Ponens. Rule 2
resemble the rule of necessitation in modal logics, but it can
be applied to the classical propositional formulas only. Rule
3 is the only infinitary inference rule in the system, i.e. it
has a countable set of assumptions and one conclusion. It
corresponds to the Archimedean axiom for real numbers and
intuitively says that if the probability is arbitrary close to s,
then it is at least s.
Completion technique differs from the classical case due to
the presence of the infinitary inference rule and the presence
of both classical and probability formulas.
For instance, if p is an arbitrary propositional letter, then
theory T = {P=1/2 p} is clearly satisfiable. However, there is
no syntactically complete theory Γ (Γ ` Φ or Γ ` ¬Φ for all
Φ) that is a superset of T , since any syntactically complete Γ
has only trivial models since Γ ` P=1 α ∨ P=0 α for all α by
the necessitation rule.
An adequate1 extension of a consistent theory T should be
deductively closed for the classical formulas and syntactically
complete for probability formulas.
Due to the presence of the infinitary proofs, we cannot
syntactically complete T in the classical way (numbering of all
probability formulas and successively adding either a current
formula or its negation, always preserving consistency). The

measure of the atom ai be denoted by yi . We use an expression
of the form at ∈ X(p1 , . . . , pn ) to denote that the atom at
appearsVin the propositional part of X(p1 , . . . , pn ). A disjunct
k
D = j=1 X j (p1 , . . . , pn ) from DN F (A) is satisfiable iff
the following system of linear equalities and inequalities is
satisfiable:
P2n
i=1 yi = 1
yi 
> 0 ,for i = 1, . . . , 2n
P
> s1 if X 1 = P>s1
y
1
t
at ∈X (p1 ,...,pn )∈D
(1)
< s1 if X 1 = P<s1
... 
P
> sk if X k = P>sk
y
k
t
at ∈X (p1 ,...,pn )∈D
< sk if X k = P<sk
Since the problem of LP P2,Meas -satisfiability of A is reduced to the linear systems solving problem, the satisfiability
problem for LP P2 -logic is decidable. Finally, since A is
LP P2,Meas -valid iff ¬A is not LP P2,Meas -satisfiable, the
validity problem is also decidable.
The proof of the complexity estimation (NP-complete) can
be found in [10].
V. A XIOMATIZATION OF LP P2
The set of all valid formulas can be characterized by the
following set of axiom schemata:
1) all instances of the classical propositional tautologies
2) P>0 α
3) P6r α → P<s α, s > r
4) P<s α → P6s α
5) (P>r α∧P>s β ∧P>1 (¬(α∧β))) → P>min(1,r+s) (α∨β)
6) (P6r α ∧ P<s β) → P<r+s (α ∨ β), r + s 6 1
and inference rules:
1) From Φ and Φ → Ψ infer Ψ.
2) From α infer P>1 α.
3) From A → P>s− k1 α, for every integer k > 1s , and s > 0
infer A → P>s α.
We denote this axiomatic system by AxLP P2 .
Definition 5.1: A formula Φ is deducible from a set T
of formulas (denoted by T ` Φ) if there is an at most
denumerable sequence of formulas Φ0 , Φ1 , . . . , Φ, such that
every Φi is an axiom or a formula from the set T , or it is
derived from the preceding formulas by an inference rule. A
proof for Φ from T is the corresponding sequence of formulas.
A formula Φ is a theorem (denoted by ` Φ) if it is deducible
from the empty set.

Definition 5.2: A set T of formulas is consistent if there
are at least a formula from F orC , and at least a formula
from F orP that are not deducible from T , otherwise T is
inconsistent. A consistent set T of formulas is said to be
maximal consistent if the following holds:
• for every α ∈ F orC , if T ` α, then α ∈ T and P>1 α ∈
T , and
• for every A ∈ F orP , either A ∈ T or ¬A ∈ T .
A set T of formulas is deductively closed if for every Φ ∈
F orLP P2 , if T ` Φ, then Φ ∈ T .
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the sense that it will allow the construction of the canonical model

for reasoning about rational relations2 , see [60]. Here the key
methodological idea is to control the codomain of probability
functions. This control is achieved through infinitary inference
rule that forces the range of any probability function appearing
in models to be the subset of the index set (possible values
for indices s appearing in the probability operators)

key novelty here is to properly handle formulas that can be
derived by the application of the Archimedean rule. Completion procedure and the construction of the canonical model are
given below:
Let T be a consistent set, CnC (T ) the set of all classical
formulas that are consequences of T , and A0 , A1 , . . . an
enumeration of all formulas from F orP . We define a sequence
of sets Ti , i = 0, 1, 2, . . . such that:
1) T0 = T ∪ CnC (T ) ∪ {P>1 α : α ∈ CnC (T )}
2) for every i > 0,
a) if Ti ∪ {Ai } is consistent, then Ti+1 = Ti ∪ {Ai },
otherwise
b) if Ai is of the form β → P>s γ, then Ti+1 = Ti ∪
{¬Ai , β → ¬P>s− n1 γ}, for some positive integer
n, so that Ti+1 is consistent, otherwise
c) Ti+1 = Ti ∪ {¬Ai }.
∞
S
3) T =
Ti .

S = {s ∈ Q(ε) | 0 < s < 1}.
For the exact form of the mentioned rule as for the other
technical details we refer the reader to [60].
The completion technique involving Archimedean inference
rule we have applied to the field of possibility logics as
well, see[43]. Some applications of probability logics in the
decision making and classification problems were discussed
in [44]. Various strongly complete axiomatizations of the
reasoning about probability via probability operators P>s and
the qualitative probability operator were given in [39].
Finally, we have investigated applications of probability
logic in handling inconsistency. Some notions such as nconsistency and n-measurability for finite propositional theories were developed. For more information we refer the reader
to [4].

i=0

The set T is used to define a tuple MT = hW, H, µ, vi,
where:
• W = {w |= CnC (T )} contains all classical propositional
interpretations that satisfy the set CnC (T ) of all classical
consequences of the set T ,
• [α] = {w ∈ W : w |= α} and H = {[α] : α ∈ F orC },
• µ : H → [0, 1] such that µ([α]) = sups {P>s α ∈ T },
and
• for every world w and every primitive proposition p ∈ φ,
v(w, p) = true iff w |= p.
It can be shown that MT |= T .

VII. C ONCLUDING REMARKS
The methodology involved in the development of the logic
LP P2 that is outlined here can be modified in various ways.
Some directions that we have been able to do so far are
mentioned in the previous section.
Probability logic is a thriving research area, with lots of
possibilities for both purely theoretical research inclined either
to classical mathematics (solving stochastic partial differential
equations for example) or to logic and theoretical computer
science, and more practical research such as solving certain
types of classification problems usually related with relational
or fuzzy relational databases.
Finally, we give a pointer to the comprehensive list of papers
on probability logic: [40].

VI. R ECENT RESULTS
Here we will briefly present some of our results obtained
in the last four years.
Adding temporal operators and allowing iterations of probability and temporal operators is treated in [37] (LP P1LT L
logic). Ideas presented in [37] we have successfully modified
and extended in order to obtain a strongly complete probability
logic for reasoning about evidence. Our initial results on this
subject were published in [2]. Moreover, we have been able
to develop a strongly complete formalism for the variant of a
first order branching time temporal logic. The main idea here
is to represent time-flow as a proper partial ordering. More
information can be found in [3].
A strongly complete propositional logic for reasoning about
polynomial weight formulas was given in [41]. The key idea
here that have enable us to solve an axiomatization issue
described in [10] (with respect to the propositional reasoning
about polynomial weight formulas) is to incorporate a rewriting of the propositional part of RCF axioms and to involve the
Archimedean rule in the logic. Along this line of our research
is also a change in the standard semantics for probability logic
that only allow real valued probability functions. Introduction
of the hyperreal-valued semantics leads to finitary strongly
complete axiomatizations. Some results are presented in [42].
On the other hand, using the Hardy field Q(ε), where ε > 0
is an infinitesimal and a different kind of infinitary inference
rule, we have been able to develop a strongly complete logic
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branching time temporal logic. J. UCS 16(11): 1429–1451. 2010.
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- ord̄ević. Analytic completeness theorem for absolutely continuous
[6] R. D
biprobability models Z. Math. Logik Grundlag. Math., vol. 38:241 –
246. 1992.
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- ord̄ević. Logics with two types of integral operators Publications de
[8] R. D
L’Institut Mathematique. Ns. 54(68):18 – 24. 1993.
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[45] M. Rašković. Model theory for LAM logic. Publications de L’Institut
Mathematique Ns. 37(51):17 – 22. 1985.
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Entropy Semiring Forward-backward Algorithm
for HMM Entropy Computation
Velimir M. Ilić, Miomir S. Stanković and Branimir T. Todorović

(ESRFB). ESRFB has lower memory requirement than MannMacCallum’s algorithm subsequence constrained entropy computation. Furthermore, when it is used with the forward pass
only it can compute the entropy in the same time and space
as Hernando et al.’s algorithm. Moreover, it is shown how the
Hernando et al.’s algorithm can be derived from ESRFB.
The paper is organized as follows. In section II we define
the HMM and present the forward-backward algorithm (FB)
for efficient marginalization of HMM. Section III reviews the
algorithms by Hernando et. al. and Mann and McCallum,
for efficient computation of HMM entropy and subsequence
constrained entropy for a given observation sequence. Section
IV gives the general FB algorithm which operates over the
commutative semiring. Finally, section V considers the FB
over the entropy semiring and its application to HMM entropy
computation.

Abstract—The paper presents Entropy Semiring Forwardbackward algorithm (ESRFB) and its application for memory
efficient computation of the subsequence constrained entropy and
state sequence entropy of a Hidden Markov Model (HMM) when
an observation sequence is given. ESRFB is based on forwardbackward recursion over the entropy semiring, having the lower
memory requirement than the algorithm developed by Mann
and MacCallum, with the same time complexity. Furthermore,
when it is used with forward pass only, it is applicable for the
computation of HMM entropy for a given observation sequence,
with the same time and memory complexity as the previously
developed algorithm by Hernando et al.

I. I NTRODUCTION
Hidden Markov Models (HMMs) are standard probabilistic models for state sequences in sequential data labeling
[10]. Subsequence constrained entropy of HMM explaining
an observation sequence and state sequence entropy, are useful
quantities which provide a measure of HMM uncertainty. One
criterion for the estimation of the HMM quality is the entropy
of state sequence explaining an observation sequence, which
provides a measure of its uncertainty [9], [6].
The algorithms for HMMs mostly consider efficient
marginalization which is usually performed using the forwardbackward algorithm ([8]), which runs in O(N 2 T ) time, where
N denotes the number of states and T is the length of
sequence. Recently, Mann and MacCllum have developed an
algorithm for computation of HMM subsequence constrained
entropy for similar probabilistic model conditional random
fields (CRF), which is based on the marginal probabilities
computation [9] with the same asymptotical complexity as
F B. This algorithm can be adapted to work with HMMs,
but when the sequence length is large it becomes memory
demanding, since it needs O(N T ) memory. On the other hand,
Hernando et al. [6] developed the memory efficient algorithm
for state sequence entropy computation which requires O(N )
memory. The algorithm has the same time complexity as FB,
but it is not applicable for the computation of subsequence
constrained entropy.
In this paper we develop a new algorithm which can be
used for both types of computations. The algorithm is based
on forward-backward recursion over the entropy semiring [7]
and is called Entropy Semiring Forward-backward algorithm

II. H IDDEN M ARKOV M ODELS AND FORWARD - BACKWARD
ALGORITHM

In this paper, we adopt the following notation:
•
•
•

•
•

The sequence l, l + 1, . . . , r is shortly denoted with l : r,
and the sequence 0 : l, r : T is denoted with −l : r
Big letters are used for random variables (St , Ot ) and the
small ones for their realizations (st , ot ).
The sequence of symbols is (Sl , . . . Sr ) is denoted with
Sl:r , the sequence (S0 , . . . , Sl , Sr , . . . , ST ) with S−l:r
and similarly for sl:r , Ol:r and ol:r for 0 ≤ l ≤ r ≤ T .
The sequences S0:T , O0:T , s0:T and o0:T are denoted
with S, O, s and o, respectively.
The variables are omitted in probability notation. Thus,
p(st , o1:t ) stands for P (St = st , O1:t = o1:t ), p(o) for
P (O = o) and so on.

Hidden Markov model (HMM) consists of the following
elements:
•

•

V. Ilić is with Mathematical Institute of the Serbian Academy of Sciences
and Arts, Kneza Mihaila 36, 11000 Beograd, Serbia, Serbia.
M. Stanković is with the Faculty of Occupational Safety, University of Niš,
Serbia.
B. Todorović is with the Department of Informatics, Faculty of Sciences
and Mathematics, University of Niš, Serbia.
This research is supported by Ministry of Science and Technological
Development, Republic of Serbia, Grants No. III 044006

A Markov chain (S0 , . . . , ST ), represented by an N × N
stochastic matrix A, which describes the transition probabilities aij = P (St = j|St−1 = i) between the N states
of the model, together with a probability distribution bi ,
where πi = P (S0 = i).
A set of probability distributions, one for each hidden
state, bi (ot ) = P (Ot = ot |St = i), which model the
emission of such observations. If there are M possible
distinct observations, we accommodate the probability
distributions to be in the rows of an N × M matrix B.

With these settings, the joint probability that state sequence
S takes value s and the observation sequence O takes value
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o is given with:
p(s, o) = πs0 bs0 (o0 )

T
Y

ast−1 st bst (ot ).

Once the forward and backward probabilities are computed
we can compute the marginal as
r
Y
ast−1 ,st bst (ot )
p(sl:r |o) = αl (sl ) ·
· βr (sr )
(12)
ct

(1)

t=1

t=l+1

P
st ast−1 ,st = 1 and
PUsing the probability conditions
b
(o
)
=
1,
we
can
derive
two
important
equations which
s
t
t
ot
characterizes HMM and will be used in the rest of the paper:
p(s0:i , o0:i ) = πs0 bs0 (o0 )

i
Y

ast−1 st bst (ot ),

Two most commonly used marginals p(st−1:t |o) and p(st |o)
can be computed as follows
α̂t−1 (st−1 )ast−1 st bst (ot )β̂t (ot )
,
ct
p(st |o) = α̂t (st ) · β̂t (st ).

p(st−1:t |o) =

(2)

t=1

p(si+1:T , oi+1:T |st ) =

T
Y

ast−1 st bst (ot ).

(3)

One of the main problems in HMMs is efficient marginalization of computation of the HMM conditional probability
p(s|o):
X p(s, o)
X
.
(4)
p(s|o) =
p(sl:r |o) =
p(o)
s
s

III. E NTROPY COMPUTATION OF H IDDEN M ARKOV
MODELS

−l:r

The conditional entropy of HMM is given with
X
H(S | o) = −
p(s | o) log p(s | o).

The computation of (4) by enumerating all the s ∈ S T +1
requires about T N T +1 additions and multiplications, which
would be infeasible even for small values of N and T (for
N = 10 and T = 20, the total number of operations
has an order 1022 ). A more efficient way is the forwardbackward(FB) algorithm which solves the problems by use
of O(N 2 T ) operations. In this paper we present a numerical
stable variant of FB. For another variants see [10], [2], [8]
The forward-backward algorithm recursively computes desired quantities using the HMM forward and backward probabilities:
p(ot+1:T |st )
α̂t (st ) = p(st |o1:t ), β̂t (st ) =
,
(5)
p(ot+1:T |o0:t )

c0 =

πj bj (o0 ),

j=1

πj bj (o0 )
α̂0 (j) =
,
c0

while, the subsequence constrained entropy is
H(S−l:r |sl:r , o0:T ) =
X
−
p(s−l:r |sl:r , o0:T ) · log p(s−l:r |sl:r , o0:T ). (16)
s−l:r

If we introduce
H(S−l:r , sl:r |o) = −

α̂t (j) =

N X
N
X

αt−1 (i)aij bj (ot ),
j=1 i=1
PN
i=1 αt−1 (i)aij bj (ot )

,
ct
3) Backward initialization: For 1 ≤ i ≤ N :
β̂T (i) = 1,

H(S−l:r |sl:r , o) =

(17)

H(S−l:r , sl:r |o) + log p(sl:r |o)
p(sl:r |o)

(18)

A direct evaluation of (15) is infeasible as there are N T
terms. In the following text we consider efficient algorithms
for the entropy computation.
First, in the next two subsections, we review two algorithms
based on the entropy decomposition rules [4]

(6)

H(X, Y ) = H(X) + H(Y |X),
X
H(Y |X) =
p(x) · H(Y |X = x).

(7)

(19)
(20)

x

(8)

After that, in the next section we derive the new algorithms
based on the ESRFB algorithm.

(9)

A. The algorithm by Mann and McCallum
Mann and McCallum proposed the algorithm for the linear
chain conditional random fields entropy gradient computation
[9], which can also be used for HMMs. The algorithm uses
the conditional probabilities
p(st:t+1 |o)
,
p(st+1 |o)
p(st−1:t |o)
p̂t|t−1 (i|j) = p(st |st−1 , o) =
,
p(st−1 |o)

The normalization factors ct ensure that the probabilities
sums to one and represents the conditional observational
probabilities:
ct = p(ot |o0:t−1 ).

p(s|o) · log p(s|o),

we can derive the following equality

4) Backward recursion: For T − 1 ≥ t ≥ 0, 1 ≤ i, j ≤ N :
PN
j=1 aij bj (ot+1 )β̂t+1 (j)
β̂t (i) =
.
(10)
ct+1

c0 = p(o0 ),

X
s−l:r

2) Forward recursion: For 0 ≤ t ≤ T , 1 ≤ j ≤ N :
ct =

(15)

s

as follows.
1) Forward initialization: For 1 ≤ j ≤ N :
N
X

(14)

The majority of computations are performed in the forward
and backward recursion phases, which results in the time
complexity O(N 2 T ). The storing of all forward and backward
vectors along with the normalization factors requires O(N T )
memory.

t=i+1

−l:r

(13)

p̂t|t+1 (i|j) = p(st |st+1 , o) =

(11)

9

(21)
(22)

which, in turn, are computed using the FB algorithm and
the forward and backward entropies, which, in turn, are
computed with the recursive procedure based on the entropy
decomposition formulas (19). The forward entropy Htα (st ) at
time t is defined as the entropy of state sequence S0:t−1 which
ends in st , for a given observation sequence o:
Htα (st ) = H(S0:t−1 |st , o).

(23)

while the backward entropy Htβ (st ) at time t is the entropy
of state sequence St+1:T which starts in st :
Htβ (st ) = H(St+1:T |st , o).

B. The algorithm by Hernando et al.
In [6], Herando et al. develop the recursive algorithm for the
computation of Hidden Markov model entropy. It uses HMM
forward probability

(24)

Using the forward and backward entropies, subsequence constrained entropy conditional HMM entropy can be recursively
computed as in the following algorithm.
1) Forward backward algorithm: Compute and store forward and backward probabilities using FB algorithm.
2) Forward entropy initialization: For 1 ≤ j ≤ N :
H0α (j) = 0;

are not reduced, since the forward and backward probabilities
still need to be computed. In the following subsection we
review the algorithm developed in [6] by Hernando et al.,
which computes the entropy with the memory complexity
independent of the sequence length.

(25)

α̂t (st ) = p(st |o1:t ),
conditional probability
p̂t|t−1 (st |st−1 ) = p(st−1 |st , o1:t ),

α
Ht+1
(j) =

Ht (st ) = H(S0:t−1 |st , o1:t ).

1) Initialization: For 1 ≤ j ≤ N set:

i=1

where p̂t|t+1 (i|j) is computed using (21), (13) and (14).
4) Backward entropy initialization: For 1 ≤ j ≤ N :

=

T
X

H0 (j) = 0,

(35)

πj bj (o0 )
.
α̂0 (j) = PN
i=1 πi bi (o1 )

(36)

2) Induction: For 1 ≤ t ≤ T and 1 ≤ j ≤ N set:
PN
α̂t−1 (i)aij bj (ot )
α̂t (j) = PN i=1
,
PN
k=1
i=1 α̂t−1 (i)aik bk (ot )

(27)

5) Backward entropy recursion: for 0 ≤ t ≤ T − 1, 1 ≤
i, j ≤ N :
β
Ht−1
(j)

(34)

HMM entropy is computed as follows.



pt|t+1 (i|j) Htα (i) − log pt|t+1 (i|j) , (26)

HTβ (j) = 0;

(33)

and intermediate entropy

3) Forward entropy recursion: for 0 ≤ t ≤ T − 1, 1 ≤
i, j ≤ N :
N
X

(32)

α̂t−1 (i)aij
,
PN
k=1
i=1 α̂t−1 (k)akj

pt−1|t (i|j) = PN



pt|t−1 (i|j) Htβ (i) − log pt|t−1 (i|j) . (28)

(37)
(38)

i=1

where p̂t|t+1 (i|j) is computed using (22), (13) and (14).
6) Termination:

Ht (j) =

N
X



pt−1|t (i|j) Ht−1 (i) − log pt−1|t (i|j) . (39)

i=1

H(S−l:r , sl:r |o) =
= p(sl:r |o)(Hlα (sl ) + Hrβ (sr ) + log p(sl:r |o)),
H(S−l:r , sl:r |o) + log p(sl:r |o)
H(S−l:r |sl:r , o) =
p(sl:r |o)

3) Termination:

(29)

H(S | o) =

(30)

The time complexity of algorithm is O(N 2 T + N r−l ),
where O(N 2 T ) is for the forward-backward entropy computation and O(N r−l ) for the termination phase. The memory
complexity depends on the sequence length since all forward
and backward vectors should be available in forward and
backward entropy recursion phases; regarding O(N r−l ) space
required for storing the results in the termination phase, the
total memory complexity is O(N T + N r−l ).
The algorithm can also be used for the computation of
entropy using the equality
X
(α)
H(S|o) = H(ST |o) +
p(sT |o) · HT (sT ),
(31)
s0:T −1

which follows from the entropy decomposition formulas and
definition of forward entropy. In this case, the backward entropy pass is not needed, but the time and memory complexity

N
X



α̂T (j) HT (j) − log α̂T (j) .

(40)

j=1

The algorithm runs with the linear time complexity O(N 2 T )
and in fixed memory space independent of sequence length,
O(N 2 ), since the vectors α̂t−1 , Ht−1 and the matrix pt−1|t
should be computed only once in t − 1-th iteration and, after
having been used for the computation of Ht , they can be
deleted.
IV. T HE FORWARD - BACKWARD OVER THE COMMUTATIVE
SEMIRING

The FB algorithm for HMMs works for more general
models in which the factors in (1) are not probabilities but
the functions whose range is a commutative semiring [1].
In this section we present the forward-backward over the
commutative semiring and derive the FB for HMMs as a
special case.
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A. The forward-backward algorithm over a commutative
semiring
We begin with the definition of the commutative semiring.
Definition 1: A commutative semiring is a set K with
operations ⊕ and ⊗ such that both ⊕ and ⊗ are commutative
and associative and have identity elements in K (0 and 1
respectively), and ⊗ is distributive over ⊕.
Let s = s0 , . . . , sT be a set of variables taking values
from the set S = {1, . . . , N }. We define the local kernel
functions, u0 : S → K, ut : S 2 → K for t = 1, . . . , T ,
and the global kernel function u : S T +1 → K, assuming that
the following factorization holds
u(s) = u0 (s0 ) ⊗

T
O

ut (st−1 , st )

(41)

t=1

for all s = (s0 , . . . , sT ) ∈ S T +1 .
The FB algorithm solves two problems
1) The marginalization problem: Compute the sum
M
va:b (sa:b ) =
u(s),

The normalization problem can be solved with the forward
pass only according to
M
M
u(s) =
αT (sT ).
(51)
s

In the following subsection we derive the FB algorithm
for HMMs as a special case of the FB over the commutative
semiring.
B. HMM forward-backward as a special case of the forwardbackward over the commutative semiring
The conditional HMM probability p(s|o) can be seen as a
special case of the global kernel factorization (41) if ⊕ and ⊗
stand for the addition and multiplication of the real numbers.
To clarify this, recall that join HMM probability (1) has the
form
T
Y
p(s, o) = πs0 bs0 (o0 )
ast−1 st bst (ot ),
(52)
t=1

(42)

and that according to the chain rule, conditional observational
probability can be represented as

s0:T −a:b

2) The normalization problem: Compute the sum
M
Z=
u(s).

p(o0:T ) = p(o0 ) ·
(43)

Similarly as in HMM, the FB recursively computes the
forward variable
αi (si ) =

u0 (s0 )

s0:i−1

i
O

ut (st−1 , st ),

(44)

t=1

which is initialized to
α0 (s0 ) = u0 (s0 ),
and recursively computed using
M
αi (si ) =
ui−1 (si−1 , si ) ⊗ αi−1 (si−1 ),

(45)

and the backward variable
M

T
O

ut (st−1 , st ),

p(ot |o0:t−1 ) = c0 ·

(47)

T
Y

ct ,

(53)

t=1

where c0 = p(o0 ) and ct = p(ot |o0:t−1 ) as in (11). Then,
p(s|o) =

T
Y
p(s, o)
zt (st−1 , st ),
= z0 (s0 )
p(o)
t=1

(54)

where
as s bs (ot )
πs0 bs0 (o0 )
, zt (st−1 , st ) = t−1 t t
. (55)
c0
ct
According to the equation (2), the subsequence conditional Q
probabilities can be represented as p(s0:i |o0:i ) =
i
z0 (s0 ) t=1 zt (st−1 , st ), and the forward variable (56) has
the form
i
X
Y
αi (si ) =
z0 (s0 )
zt (st−1 , st ) = p(si |o0:i ),
(56)
z0 (s0 ) =

(46)

si−1

βi (si ) =

T
Y
t=1

s

M

sT

s0:i−1

i=t

in agreement with (5). The recursive equations (46), (45) for
the forward variable have the form
πs bs (o0 )
,
(57)
α0 (s0 ) = z0 (s0 ) = 0 0
c0

si+1:T t=i+1

which is recursively computed using
M
βt (st ) =
ut+1 (st , st+1 ) ⊗ βt+1 (st+1 ),

(48)

and initialized to
(49)

Once, the forward αl and backward βr variables are computed,
we can solve the marginalization problem by use of the
formula
vl:r (sl:r ) = αl (sl ) ⊗

r
O

ui (si−1 , si ) ⊗ βr (sr ).

zt (st−1 , st ) · αt−1 (st−1 ) =

st−1

st+1

βT (sT ) = 1.

X

αt (st ) =

P
=

st−1

ast−1 st bst (ot )αt−1 (st−1 )

, (58)
ct
and the normalization factors can be computed using the
probability condition
X
X
αt (st ) =
p(st |o0:t ) = 1,
(59)
st

st

which gives
c0 =

(50)

N
X
j=1

i=l+1

11

πj bj (o0 ) ct =

N X
N
X
j=1 i=1

(z)

αt−1 (i)aij bj (ot ).

(60)

and the definition of forward variable and its recursive
equations agrees with the equations from section II. Similarly,
QT according to the equation (3), p(si+1:T , oi+1:T |st ) =
t=i+1 zt (st−1 , st ), the backward variable is
βi (si ) =

X

T
Y

p(ot+1:T |st )
,
p(ot+1:T |o0:t )

zt (st−1 , st ) =

si+1:T t=i+1

are given with:
u(s)(z) = z0 (s0 )
u(s)(h) = z0 (s0 )

(61)

st+1

ast st+1 bst (ot )αt−1 (st−1 )
ct+1

(64)

which retrives the HMM forward-backward algorithm.
V. T HE FORWARD - BACKWARD ALGORITHM OVER THE
ENTROPY SEMIRING

In this section we consider the forward-backward algorithm
over the entropy semiring (ESRFB) and its application to HMM
entropy computation. The entropy semiring (ESR), which is
introduced in [3] and [5], is defined as follows.
Definition 2: The entropy semiring is a the commutative
semiring for which K = R2 and the semiring operations are
defined with:
(z1 , h1 ) ⊕ (z2 , h2 )

=

(z1 + z2 , h1 + h2 ),

(65)

(z1 , h1 ) ⊗ (z2 , h2 )

=

(z1 z2 , z1 h2 + z2 h1 ),

(66)

for all (z1 , h1 ), (z2 , h2 ) from R2 . The identities for ⊕ and ⊗
are (0, 0) and (1, 0), respectively.
The first component of an ordered pair is called a z-part,
while the second one is an h-part. The following lemma can
be proven by the induction (see [7]).
Lemma 1: Let (zi , zi hi ) ∈ R2 for all 0 ≤ i ≤ T . Then, the
following equality holds:

h0 (s0 ) +

Y
T

zi ,

i=0

T
Y

zi ·

i=0

T
X


hj .

j=1

(75)

T
Y


zj (sj−1 , sj ) , (76)

j=1

Hence, by summing of the global kernel we can obtain the
entropies H(S|o) or H(S−l:r , sl:r |o) as the h part of the
sum, which depends on the set of the variables which are
summed out. Two types of the summation correspond to the
normalization and marginalization of the global kernel which
can be solved with the forward-backward algorithm over the
entropy semiring.
The z and h parts of the forward and backward variables
in the entropy semiring can also be derived using Lemma 1.
For the forward vector,
M

αt (st ) =

u0 (s0 ) ⊗

s0:t−1

t
O

ui (si−1 , si )

(78)

i=1

we have
(z)

αt (st ) =

X

z0 (s0 )·

s0:t−1
(h)

X

t
Y

zi (si−1 , si )

(79)

zi (si−1 , si )·

(80)

i=1

z0 (s0 )·

s0:t−1

t
Y
i=1

h0 (s0 ) +

t
X


hj (sj−1 , sj ) , (81)

j=1

(68)

where

and Q
by use of the equality p(s0:t |o0:t )
t
z0 (s0 ) i=1 zi (si−1 , si ), we obtain
X
(z)
αt (st ) =
p(s0:t |o0:t ) = p(st |o0:t ),

ast−1 st bst (ot )
. (70)
ct

ht (st−1 , st ) = log zt (st−1 , st ). (71)

From Lemma 1, it follows that the z and h parts of the global
kernel
T
O
u(s) = u0 (s0 ) ⊗
ui (si−1 , si ),
(72)

=
(82)

so:t
(h)

αt (st ) =

X

p(s0:t |o0:t ) log p(s0:t |o0:t ).

(83)

so:t

with c0 = p(o0 ), ct = p(ot |o0:t−1 ) and
h0 (s0 ) = log z0 (s0 ),


hj (sj−1 , sj ) .

and, according to the factorization
(54) for HMM conditional
QT
probability p(s|o) = z0 · i=1 zi (si−1 , si ), we can represent
the global kernel as follows

(77)
u(s) = p(s|o) , p(s|o) log p(s|o) .

(67)

ui (si−1 , si ) = zi (si−1 , si ), zi (si−1 , si )hi (si−1 , si ) , (69)

zt (st−1 , st ) =

T
X

hj (sj−1 , sj ) = log z0 ·

j=0



πs0 bs0 (o0 )
,
c0

T
X

αt (st ) =

Let the local kernels in (41) have the form:

u0 (s0 ) = z0 (s0 ), z0 (s0 )h0 (s0 ) ;

z0 (s0 ) =

(74)

j=1

(63)

t=l+1

(zi , zi hi ) =

zi (si−1 , si )·

Note that
.

r
Y
ast−1 ,st bst (ot )
p(sl:r |o) = αl (sl ) ·
· βr (sr ),
ct

i=0

(73)

(62)

Finally, in the same manner, the equation (50) reduces to (64)

T
O

zi (si−1 , si )

h0 (s0 ) +

βT (sT ) = 1,
βt (st ) =

i=1
T
Y
i=1

with the recursive equation:
P

T
Y

The z-part of the ESR forward vector is the HMM forward
probability as defined in the sections II and IV-B, while
the information about subsequence entropies is propagated
through the h-part, so that at each step we have
X (h)
H(S0:t |o0:t ) =
αt (st ).
(84)
st

i=1
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The forward vector is initialized to u0 (s0 ) and regarding
(68) we have:
πs bs (o0 )
,
= z0 (s0 ) = o o
c0
(h)
α0 (y0 ) = z0 (s0 )h0 (s0 ) =
πs bs (o0 )
πs bs (o0 )
log o o
.
= o o
c0
c0
(z)
α0 (s0 )

The z and h forward recursive equation
M
αi (si ) =
ui−1 (si−1 , si ) ⊗ αi−1 (si−1 ),

and we have

(85)

(h)

st+1:T

(86)

(87)

si−1
(h)

p(ot+1:T |o0:t )

log

p(st+1:T , ot+1:T |st )
,
p(ot+1:T |o0:t )

(98)

which gives the z-part of the ESR backward vector, the same
as HMM backward probability from the sections II and IV-B.
The backward vector is initialized according to βT (sT ) = 1:

can be determined using the definition of the entropy semiring
as
X
(z)
(z)
αi (si ) =
zi (si−1 , si )αi−1 (si−1 )
(88)
αi (si ) =

(97)

βt (st ) =
X p(st+1:T , ot+1:T |st )

βT (sT )(z) = 1,

si−1

X

p(ot+1:T |st )
p(ot+1:T |o0:t )

(z)

βt (st ) =

βT (sT )(h) = 0.

while the recursive equation
M
βt (st ) =
ut+1 (st , st+1 ) ⊗ βt+1 (st+1 ),

(99)

(100)

st+1

reduces to
(z)

zi (si−1 , si ) ·

βi (si ) =

si−1

X

(z)

z(si , si+1 )βi+1 (si+1 )

(101)

si+1


(h)
(z)
αi−1 (si−1 ) + hi (si−1 , si )αi−1 (si−1 ) ,

(h)

(89)

βi (si ) =

X

z(si , si+1 ) ·

si+1

or equivalently


(h)
(z)
βi+1 (si+1 ) + h(si , si+1 )αi+1 (si+1 ) ,

(z)

αt (j) =
(h)
αi (j)

=

N
X
i=1
N
X
i=1

aij bj (ot ) (z)
· αt−1 (i)
ct

(90)

(z)

aij bj (ot )
·
ct

(h)

N
X

(h)

(z)

πj bj (o0 ) ct =

N
N X
X

aij bj (ot ) 
.
ct

βt (i) =

(z)

αt−1 (i)aij bj (ot ).

βi (si ) =

T
O

X

T
Y

(h)

X

T
Y

ut (st−1 , st ),

(93)

s

st+1:T i=t+1

(94)

s

M
T
X

hj (sj−1 , sj ).

j=t+1

(95)
The equality (3) implies
T
Y

aij bj (ot ) 
,
ct+1

(104)

s

the z and h parts of the sum reduce to
M
(z) X
u(s)
=
p(s|o) = 1,

zi (si−1 , si )

zi (si−1 , si ) ·

(z)

βt+1 (j) + βt+1 (j) log

If the summation of the global kernel (77) is performed over
the whole sequence
M
M

u(s) =
p(s|o) , p(s|o) log p(s|o) .
(105)

st+1:T i=t+1

βt (st ) =

·

A. HMM entropy computation using ESRFB

has corresponding z and h parts
(z)

(103)

where the normalization constants ct are computed in the
forward pass.

si+1:T t=i+1

βt (st ) =

(h)

ct+1

(z)

βt+1 (j)

(92)

The backward vector
M

j



ct+1

X aij bj (ot )

(91)

j=1 i=1

j=1

X aij bj (ot )
j

Similarly as in sections II and IV-B, factors ct can be found
by normalization of z-parts:
c0 =

or equivalently
βt (i) =

αt−1 (i) + αt−1 (i) log

(102)

p(st+1:T , ot+1:T |st )
zi (si−1 , si ) =
p(ot+1:T |o0:t )
i=t+1

(h) X
u(s)
=
p(s|o) log p(s|o) = −H(S|o) (107)

s

s

The h part of the sum corresponds to the HMM entropy and
it can be found as a solution of the normalization problem
M
(h) X
(h)
u(s)
=
αT (sT )
(108)
s

(96)

(106)

s

sT

using only the forward pass, according to equations (85)-(86),
(90)-(92), as follows.
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1) Initialization: For j = 1, . . . , N set:
c0 =

N
X

(z)

πj bj (o0 ) α0 (j) =

j=1

πj bj (o0 )
,
c0

πj bj (o0 )
πj bj (o0 )
log
.
c0
c0
2) Induction: For 1 ≤ t ≤ T , 1 ≤ j ≤ N compute
(h)

α0 (j) =

ct =

N X
N
X

(z)

αt−1 (i)aij bj (ot )

(109)

(110)

(111)

j=1 i=1
(z)

αt (j) =
(h)
αi (j)

=

N
X
aij bj (ot )
i=1
N
X
i=1

ct

(z)

· αt−1 (i)

B. HMM subsequence constrained entropy computation using
ESRFB
If the summation of the global kernel is performed over a
subsequence s−l:r
M
M

u(s) =
p(s|o) , p(s|o) log p(s|o) . (122)

(112)

s−l:r

s−l:r

the z and h parts of the sum are
M
(z)
u(s)
= p(sl:r ),

aij bj (ot )
·
ct
(z)

M

αt−1 (i) + αt−1 (i) log

H(S|o) = −

N
X

(h)
αT (j),

(114)

j=1

The ESRFB algorithm runs in O(N 2 T ) time using O(N )
space as in Hernando et al.’s algorithm. Moreover, both
algorithms recursively compute the forward probability
(z)
αt (st )

= p(st |o0:t ).

(115)

The difference in two algorithms is in the second quantity
which is computed - in Hernando et al.’s algorithm it is the
intermediate entropy

(h)

(z)

(z)

(z)

= αt Ht (st ) + αt log αt

(118)

can easily be derived by use of the elementary probability
transformations.
Furthermore, from HMM joint probability factorization (1)
we can derive the Markov properties
p(ot |st , st−1 , o0:t−1 ) = p(ot |st )

(119)

p(st |st−1 , o0:t−1 ) = p(st |st−1 ),

(120)

which imply the following equalities:

= −H(Sl:r , sl:r |o).

(124)

i=l+1

The z and h parts can be found using the definition for the
entropy semiring operations:
r
M
(z)
Y
(z)
u(s)
= αl (sl )βr(z) (sr )
zi (si−1 , si ), (126)
s−l:r

i=l+1

M

r
(h)
Y
zi (si−1 , si )·
u(s)
=

s−l:r

i=l+1
(z)

(h)

αl (sl )βr(h) (sr ) + αl (sl )βr(z) (sr )+
r
X

(z)
αl (sl )βr(z) (sr )
hj (sj−1 , sj )

while in the ESRFB it is the h-part of the forward vector:
X
(h)
αt (st ) =
p(s0:t |o0:t ) log p(s0:t |o0:t )
(117)
The relation between the quantities

(h)

The h part of the sum corresponds to the HMM subsequence
constrained entropy and it can be found as a solution of the
marginalization problem
r
O
ui (si−1 , si ) ⊗ βr (sr ).
(125)
vl:r (sl:r ) = αl (sl ) ⊗

s0:t−1

so:t−1

u(s)

s−l:r

Ht (st ) = H(S0:t−1 |st , o1:t ) =
X
−
p(s0:t−1 |st , o1:t ) log p(s0:t−1 |st , o1:t ), (116)

αt

(123)

s−l:r

aij bj (ot ) 
.
(113)
ct
3) Termination: Terminate algorithm with summations:
(h)

where p̂t−1|t (st−1 |st ) = p(st−1 |st , o0:t ) as defined in the
Hernando et al.’s algorithm. Then, the recursive equations
for Ht (st ) derived by Hernando et al. can also be obtained
from the ESRFB algorithm by substituting (121) and (118) in
(h)
recursive equations for αt in ESRFB algorithms, which give
us the close relation between two algorithms.

(127)

j=l+1

To compute the h-part of the marginal, we need l-th forward
and r-th backward vectors. The l-th forward vector can be
computed by ESR forward algorithm using recursive equations
(109)-(113). However, the recursive steps (133)-(113) for the
normalization constants ct and the z part of forward vectors
should be performed for all t, because the normalization
constants ct , r < t ≤ T should be available in the backward
pass. Once the normalization constants are computed, the
backward pass can be performed according to the equations
(99), (103)-(104), and, after that, we can compute the subsequence constrained entropy using the equalities (126)-(139)
and (18). The algorithm follows.
1) Forward initialization: For j = 1, . . . , N set:

ast−1 st bst (ot )
p(st |st−1 )p(ot |st )
=
=
ct
p(ot |o0:t−1 )

c0 =

N
X
j=1

(z)

pt−1|t (st−1 |st ) · αt (st )
p(ot , st |st−1 , o0:t−1 )
=
. (121)
(z)
p(ot |o0:t−1 )
α (st−1 )

(h)

α0 (j) =

t−1
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(z)

πj bj (o0 ) α0 (j) =

πj bj (o0 )
,
c0

πj bj (o0 )
πj bj (o0 )
log
.
c0
c0

(128)
(129)

2) Full forward recursion: For 1 ≤ t ≤ l, 1 ≤ j ≤ N
compute
ct =

N X
N
X

(z)

αt−1 (i)aij bj (ot )

(130)

j=1 i=1
(z)

αt (j) =
(h)

αi (j) =

N
X
aij bj (ot )
i=1
N
X
i=1

(h)
αt−1 (i)

ct

(z)

· αt−1 (i)

(131)

aij bj (ot )
·
ct
(z)

+ αt−1 (i) log

aij bj (ot ) 
.
ct

(132)

3) Forward z-part recursion: For l + 1 ≤ t ≤ T , 1 ≤ j ≤
N compute
ct =

N X
N
X

(z)

αt−1 (i)aij bj (ot )

(133)

j=1 i=1
(z)
αt (j)

=

N
X
aij bj (ot )

ct

i=1

(z)

· αt−1 (i).

(134)

4) Backward initialization: For j = 1, . . . , N set:
(z)

(h)

βT (j) = 1,

βT (j) = 0.

(135)

5) Backward recursion: For T − 1 ≥ t ≥ r, 1 ≤ j ≤ N
compute
X aij bj (ot ) (z)
(z)
βt (i) =
βt+1 (j)
(136)
ct+1
j
(h)

βt (i) =

X aij bj (ot )
ct+1

j



(h)
βt+1 (j)

+

aij bj (ot ) 
.
ct+1

(137)

r
Y
ast−1 st bst (ot )
,
ct

(138)

t=l+1

− H(Sl:r , sl:r |o) =

r
Y
ast−1 st bst (ot )
·
ct

t=l+1
(z)
(h)
αl (sl )βr (sr )

(h)

+ αl (sl )βr(z) (sr )+
r
X

(z)
αl (sl )βr(z) (sr )
hj (sj−1 , sj )

(139)

j=l+1

H(S−l:r |sl:r , o) =

This paper proposes a new algorithm for memory efficient computation of the HMM entropy and subsequence
constrained entropy when the observation sequence is given.
The algorithm is called Entropy Semiring Forward-backward
(ESRFB) since it is based on forward-backward recursion over
the entropy semiring in the same manner as in our previous
paper [7].
ESRFB has the same time complexity as a previously developed algorithm for subsequence constrained HMM entropy
computation developed by Mann and MacCallum [9], but with
lower memory requirements. It is also applicable to state
sequence entropy computation running with the same time
and memory complexity as the recursive algorithm proposed
by Hernando et al. [6]. In addition, we have shown how
the recursive equations in Hernando et al.’s algorithm can be
derived from the ESRFB recursive equations.
R EFERENCES

6) Termination: For l ≤ t ≤ r, 1 ≤ st ≤ N , compute the
subsequence constrained entropy:
(z)

(h)

VI. C ONCLUSION

·

(z)
βt+1 (j) log

p(sl:r ) = αl (sl )βr(z) (sr )

(z)

αt−1 , αt−1 and ct−1 can be deleted after having been used for
(z)
(h)
the computation of αt , αt and ct . Similarly, the forward zpart recursion and backward pass requires O(N ) space. Only
additional space depending on the sequence length O(T − l)
should be available for normalization constants in the forward
z-part recursion phase, since they should be available in the
backward and termination phases. Finally, regarding O(N r−l )
space required for storing the results in the termination phase,
the total memory complexity is O(T − l + N r−l ), which
slightly increases with T then O(N T + N r−l ), as required
by Mann-MacCallum’s algorithm.

H(S−l:r , sl:r |o) + log p(sl:r |o)
p(sl:r |o)

(140)

The time complexity of the algorithm is O(N 2 T + N r−l ),
where O(N 2 T ) is for the forward-backward recursion, and
O(N r−l ) for the termination phase, which is the same time
complexity as in Mann-MacCallum’s algorithm.
On the other hand, full forward recursion phase can be realized in O(N 2 l) time and in fixed size memory O(N ), since
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Types and Roles for Web Security
Silvia Ghilezan, Svetlana Jakšić, Jovanka Pantović and Mariangiola Dezani-Ciancaglini

Abstract—This paper summarises results obtained by the
authors in studying security and privacy issues of web data.
The proposed approach is based on typed process calculi that
appear to be suitable for controlling access rights.

for a visitor wishing to read lyrics. The process

Index Terms—types, security, XML, process calculi, role based
access control.

represents a registered user wishing to download music and
the process

I. I NTRODUCTION

changestore/download (χ, demo).enablestore (visitor)

As information networks become more open and dynamic,
the need for protecting security and privacy of data is increasingly important in many fields of human activities. Systems
must be able to exchange data and processes while preserving
security. In case we are given a target security policy for a
distributed system containing XML data, how can we check
weather the system behaves according to the policy? One
solution is to suitably annotate the security relevant events, to
classify them according to a type system and to verify security
properties by typing. Using a process calculus representation
of a distributed network, in [1], [2] we assign security levels to
the data and the processes of the network and prove relevant
security properties. In [3] we extend our previous work with
means for more efficient dynamic change of access rights.
Below, we give an example which points out similarities and
differences between our two approaches.

represents the owner of the store replacing the song file with
a demo file and then offering the whole contents of the store
to any visitor for free. It is reasonable to ask that the store
behaves according to the following security conditions:

readstore/download (χ)

1) a visitor of the store is allowed to read the lyrics,
2) a registered user is allowed to read the lyrics and
download the music,
3) only the owner can decide to change access rights to the
data in the store.
The first approach [1], [2] assigns security levels to data and
processes, so the online store becomes:
< store >
< lyrics >
title1
< /lyrics >
< download >
song 2
< /download >
< /store >

An example
Let us consider a simple distributed system consisting of
four principals: an online music store, a visitor, a registered
user and the owner of the store. Let the online store, written
in XML notation, have the shape:
< store >
< lyrics >
title
< /lyrics >
< download >
song
< /download >
< /store >
The store contains lyrics of a song under title and the file song
for download. In order to describe the behaviour of the visitor,
the registered user and the owner we use process calculus
notation. So we will write
readstore/lyrics (χ)
S. Ghilezan, S. Jakšić and J. Pantović are with Faculty of
Technical Sciences, University of Novi Sad, Serbia, e-mail:
{gsilvia,sjaksic,pantovic}@uns.ac.rs. This work was
partially supported by Serbian Ministry of Education and Science (projects
ON174026 and III44006).
M. Dezani-Ciancaglini is with Dipartimento di Informatica, Università di
Torino, Italy, e-mail: dezani@di.unito.it

More precisely in the calculus of [1], [2] the online store is
represented by the following data tree
store [lyrics [title1 ] | [download [song 2 ]]

(1)

The security level of the lyrics title is 1 and the security level
of the song file is 2. If we convene that an agent of level h
can read data of level less than or equal to h and we assign
level 1 to the visitor and level 2 to the user, then the first two
security conditions will be satisfied. In this case the owner to
show the demo to the visitor should replace the song file of
level 2 with a demo file of level 1
changestore/download (χ, demo1 )

(2)

since this approach does not allow changes of access rights.
The access control has to be modified by changing the data,
so we can not say that the third security condition is satisfied.
Therefore we have considered a new approach in which the
emphasis is on dynamic changes of access right controls.
In order to accomplish that, in [3], we have introduced rolebased access control into our model. Firstly let us take the
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online store to be:

II. M ODELLING DYNAMIC W EB DATA

< store role = visitor >
< lyrics role = visitor >
title
< /lyrics >
< download role = user >
song
< /download >
< /store >
or in the syntax of our calculus (using obvious abbreviations):
store{visitor} [ly.{visitor} [title]|[down.{user} [song]]

(3)

In this way we have assigned a set of roles to each tag. Let
the roles visitor, user and owner belong to a countable
set of roles which is a lattice for the partial order v. We
consider the role visitor to be lower than the role user
and the role user to be lower than the role owner, i.e.:
visitor v user v owner. As expected, we assign the
role visitor to the visitor, the role user to the registered
user and the role owner to the owner of the online music
store. We say that the tag (or the edge when we use tree
representation of XML documents) store is accessible to the
process with role visitor or higher. The path store/lyrics
is accessible to the process with the role visitor since both
tags are accessible to it, while the path store/download is
not. In this approach the locations have policies which regulate
changes of access rights. For example if the store’s location
policy is
({visitor}, {({owner}, visitor)}, {({owner}, user)})
(4)
then the processes with a role lower then visitor can not
access the music store at all and that the owner may allow
visitors or ban users to access the store. After the owner places
demo file and allows all visitors to access, the store becomes:
< store role = visitor >
< lyrics role = visitor >
title
< /lyrics >
< download role = {visitor, user} >
demo
< /download >
< /store >
In this way also the last security condition is satisfied.
In the rest of this presentation we will relay on the given
example and we will omit almost all technical details that can
be found in the papers [1]–[3].
Paper Content
Sections II and III describe the syntax, types and security
properties of the Xdπ calculus with security levels following [1] and its extended and revisited version [2]. Sections IV
and V describe calculus, types and security properties of the
Xdπ-calculus with role-based access control following [3].
Section VI discusses related papers.

Our starting point is the Xdπ of Gardner and Maffeis,
introduced in [4], [5], which we equip with security levels. We
model a peer-to-peer network as a set of connected locations,
where each location has a security level and consists of a
data tree and a process. Processes can, as in pure Xdπ,
communicate with other processes, migrate to other locations
and update the local data. The novelty is that all these actions
are controlled by security levels.
The typed version of Xdπ syntax is given in Table I. The
presented data model is unordered edge-labelled rooted tree
with leaves containing empty trees, scripts and pointers. A
script is a static process embedded in a tree that can be
activated by a process from the same location. A path identifies
nodes in a tree. In a path, “a” denotes a step along an edge
a, “// ” denotes any node, “..” a step back, “•” the path
from the root to the current node, “x” a variable and “/ ”
the path composition. A pointer, p@λ, refers to the set of
data identified by the path p in the tree at the location λ. The
symbol λ ranges over location names and variables. Other data
terms, besides the scripts, the pointers and the trees, can be
easily accomodated. There are three kinds of processes:
Tv
• the processes 0, P |P , (νc
)P , γ̄hvi and γ(x).P from
π-calculus of Milner, Parrow and Walker, [6], [7], model
local communication;
• the go command as in dπ-calculus of Hennessy [8] allows
processes to migrate from one location to another;
• the run command activates the execution of scripts that
are embedded in the local data tree and the update command modifies the local data tree. These two commands
allowing interaction between processes and data were
introduced by Gardner and Maffeis in [4].
A value is either a channel name super-scripted with a value
type, a script, a location name super-scripted with a security
level, a path or a tree. A pattern is either a script pattern,
or a pointer pattern, or a data-less tree variable, or a tree
variable. The command runp finds all the scripts in the local
tree identified by the path p and it activates their parallel
execution. The update command updatep (χ, V ) finds all the
data terms identified by the path p and pattern matches these
data terms with χ. For each successful pattern matching it
replaces the found data with the term V in which the matched
data substitutes χ. In order to improve readability of the
examples we wrote readp (χ) instead of updatep (χ, χ) and
changep (χ, V ) instead of updatep (χ, V ) when V 6= χ.
Reduction rules
The reduction relation → describes three forms of interactions:
• processes can communicate with each other within a
location;
• processes can move between locations;
• processes can interact with the local data.
The reduction relation is the least relation on networks which
is closed with respect to structural equivalence and reduction
contexts. The definitions of structural equivalence, reduction
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T ::=
∅
x
T |T
a[T ]
a[Π]
a[p@λ]
p ::=
V ::=

tree
empty rooted tree
tree variable
composition of trees, joining the roots
edge labeled a with subtree T
edge labeled a with script Π
edge labeled a with pointer p@λ

a | // | .. | • | x | p/p
Π | p@λ | T

P ::=
0
P |P
(νcT v )P
γ̄hvi
γ(x).P
!γ(x).P
go λ.P
go  .P
runp
updatep (χ, V ).P
v ::=
χ ::=

type of channels communicating values of
type T v
Loc(i)
type of locations at security level i
Script(i)
type of scripts at security level i
P ath
type of paths, not containing •
P athLocal
type of paths, possibly containing •
P ointer(i)
type of pointers, not containing local paths, at
security level i
P ointerLocal(i)
type of pointers, possibly containing local
paths, at security level i
DT LT ree
type of data-less trees
T ree
type of trees, not containing local paths
T reeLocal
type of trees, possibly containing local paths
P roc(i)
type of processes, not containing local paths,
at security level i
P rocLocal(i)
type of processes, possibly containing local
paths, at security level i
N et
type of networks
where i ∈ L and T v ranges over value types defined by
T v ::= Ch(T v) | Loc(i) | Script(i) | P ath? | DT LT ree | T ree?

path
data term

process
the nil process
parallel composition of processes
restriction of s channel name
output of value v on channel γ
input parametrised by a variable x
replication of an input process
migrates to location λ, continue as P
migrates to source location, continue as P
runs the scripts identified by path p
updates data identified by path p and
matching with χ

cT v | P | lh | p | T
xj | y ? @xj | xDL | x

N ::=
0
N|N
lh [T k P ]
(νcT v )N

Ch(T v)

TABLE II
T HE S YNTAX OF Xdπ T YPES

value
pattern

network
empty network
parallel composition of networks
location
restriction of a channel name
TABLE I
T HE Xdπ S YNTAX

of the location where the process was in the initial network
or where the process was created by the activation of a script.
More details on the types and the type assignment rules can
be found in [1], [2].
B. Properties

contexts and reduction relation can be found in [1] and [2].
Here we only give an example of reduction.
Example 1: Let the location of the online music store be
named m, have a security level 2 and contain the data tree
Ts and the process Po . If we take Ts to be the data tree (1)
and Po to be the process (2), then the network containing only
location m reduces as follows
m2 [Ts k Po ] → m2 [Ts0 k 0]
where Ts0 ≡ store [lyrics [title1 ] | [download [demo1 ]].
III. S ECURITY L EVELS AND T YPES
A type system, in general, splits elements of the calculus
into sets called types and makes certain behaviours (actions)
illegal on the basis of the types that are thus assigned. The
goal of our work is to verify the security properties by typing.
A. Types
Many type systems controlling the use of resources and
the mobility of processes have been proposed for the dπ
calculus [9] and for related calculi [10]–[12]. Our type system
is based on types for locations, data and processes, expressing
security levels and it is essentially inspired by the security
types checking access rights for π-calculus of [13]. Its main
goals are to control communication of values, access to data
and migration of processes between locations. The syntax of
types introduced in [2] is the content of Table II.
The access and mobility rights of a process depend on the
security level of the “source” location of the process itself, i.e.

Our system satisfies the property of subject reduction which
means that a well-typed network reduces to a well-typed
network. It is formally stated in the following theorem.
Theorem 1 (Subject reduction): Let ` N : N et and N →
N0 , then ` N0 : N et.
Using the subject reduction, we can show some more
meaningful properties of typed networks:
PL0 A channel in a process whose source location has level h
can communicate only the values whose security levels
are less than or equal to h;
PL1 A process whose source location has level h can migrate
to a location of level j only if j ≤ h;
PL2 A process whose source location has level h can copy
from the local tree only the data of level j with j ≤ h;
PL3 A process whose source location has level h can modify
in the local tree only the data of level j with j < h, unless
the process itself was generated by running a script of
security level h in a tree at path p, and in this case it can
modify scripts which are both of the security level h and
reachable by the path p;
PL4 A script of level j which is a leaf of a tree in a location
of level i can be activated only if j ≤ i.
We have formalised the network properties assured by our
type system using the notions of network invariant and initial
network as in [14]. For more details and all proofs we refer
to the paper [2], while here we give an example.
Example 2: Let us consider the location m of the online
music store of Example 1. We can assign type T ree to the
data tree Ts . If the source location of the process Po is at
security level 3, then the location m has type N et. If the
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source location of the process Po is at security level 2, then
the location m is not typeable in our typing system because,
according to the security property PL4, a process whose source
location is of level 2 can only modify data of security level 1.
In other words, our typing system would rule out the user of
security level 2, “pretending to be the owner”, which aims to
modify song file.

T ::=
∅
x
T |T
aτ [T ]
aτ [Π]
aτ [p@λ]

IV. ROLE BASED ACCESS C ONTROL IN Xdπ
In the example given in the Introduction we have stated
the motivation for designing a model of dynamic web data
in a RBAC scenario. In [3] we have equipped the Xdπcalculus with roles and named the obtained calculus rXdπcalculus: the syntax of rXdπ is the content of Table III. As
in the original calculus a network is a parallel composition of
connected locations. Each location has a policy and consists
of a data tree labelled with roles and a process with roles. We
assume a countable set of roles R, and use r, s, t to range over
elements of R. Let (R, v) be a lattice and let ⊥, > ∈ R be
its bottom and top element, respectively. The operation of join
is denoted by t. By α, ρ, σ we denote non-empty sets of roles
and by τ, ζ sets of roles containing the > element. The trees of
rXdπ are those of Xdπ where each edge is assigned a set of
roles containing the > element. Pure processes are essentially
Xdπ processes to which we add commands for administration
of access rights. The commands read and change are in
place of the update command of [4]. The new commands
enable and disable change permissions to access data by
adding or removing roles from edges in the local data tree.
A process with roles is obtained from a pure process by
assigning a set of roles ρ to it or as a parallel composition of
such processes. Processes with (possibly different) roles can
share private communication channels (restriction operator ν).
Different processes can have different sets of roles and the
same role can be assigned to different edges and different
processes. In the syntax of paths, we do not consider paths
containing // , .. and • and we decorate path edge labels with
sets of roles. For simplicity, in the examples of this paper,
we have omitted these decorations. There are other minor
differences between rXdπ and Xdπ which we will omit.

P ::=
0
P |P
γ̄hvi
γ(x).P
!γ(x).P
go λ.R
runp
readp (χ).P

Reduction rules
Processes with roles can, as in pure Xdπ, communicate
with other processes, migrate to other locations and update the
local data. All these actions are controlled by roles. Moreover,
processes can administrate roles by enabling and disabling
them. More details and the formal definition of reduction
relation can be found in [3], while here we give an example.
Example 3: Let the location of the online music store be
named m and contain the data tree Ts and the process Po . If
we take Ts to be the data tree (3) and Po to be the process
enablestore (visitor)q{owner} , then the network containing
only location m reduces as follows
m[Ts k Po ] → m[Ts0 k 0]
where Ts0 is
store{visitor} [ly.{visitor} [title]|[down.{user,visitor} [song]].

p ::=
V ::=

tree
empty rooted tree
tree variable
composition of trees, joining the roots
edge labeled aτ with subtree T
edge labeled aτ with script Π
edge labeled aτ with pointer p@λ

aα | x | p/p
Π | p@λ | T

changep (χ, V ).P
enablep (r).P
disablep (r).P
R ::=
P qρ
R|R
(νcT v )R
v ::=
χ ::=

path
data term

pure process
the nil process
parallel composition of processes
output of value v on channel γ
input parametrised by a variable x
replication of an input process
migrates to location λ, continue as P
runs the scripts identified by path p
reads data identified by path p and matching
with χ
changes data identified by path p and
matching with χ
allows role r to access data identified by
path p
forbids role r to access data identified by
path p
process with roles
single pure process with roles ρ assigned to it
parallel composition of processes with roles
restriction of a channel name

cT v | R | l | p | T
x(σ,E,D) | y (α) @x(σ,E,D) | x(σ,E,D,τ,ζ)

N ::=
0
N|N
l[T k P ]
(νcT v )N

value
pattern

network
empty network
parallel composition of networks
location
restriction of a channel name
TABLE III
T HE rXdπ S YNTAX

V. S ECURITY P OLICIES AND T YPES
A location policy is the triple (σ, E, D), where σ is a set of
roles, and E and D are subsets of {(ρ, r) : ρ ⊆ R, r ∈ R}.
The data accessibility policy is given by the set σ, the set of
minimal roles a process is required to have to access the data
at that location. The administration policy is given by the other
sets which prescribe changes of data access rights as follows:
if (ρ, r) ∈+ E, a process with roles ρ can give the permission
to (enable) the role r to access the data; if (ρ, r) ∈− D, a
process with roles ρ can take the permission from (disable)
the role r to access the data. ∈+ and ∈− are defined in [3] as
extensions of ∈ in order to give more flexibility to the location
policy.
A. Types
Given a location policy we can check if a data tree and
a process conform to it. The syntax of rXdπ types is the
content of Table IV. Our type system assures that: if a process
can access an edge in a well-typed tree, then the edge is
connected to the root of the tree by a path whose edges are
all accessible to that process; only processes agreeing with the
location policy can be activated at a location and can migrate
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PR8 A tree built by a change command in a location agrees
with the policy of that location;
PR9 A process with roles can add a role to an edge in the
local tree only if this is allowed by the location policy;
PR10 A tree built by an enable command in a location agrees
with the policy of that location;
PR11 A process with roles can erase a role from a subtree of the
local tree only if this is allowed by the location policy;
PR12 A tree built by a disable command in a location agrees
with the policy of that location.
More details on the location policies, the types, the type
assignment rules and the security properties are discussed
in [3] while here we give an example.
Example 4: Let us consider the location m of the online
music store with location policy (4) containing the data tree
Ts of Example 3 and the process Pu . The process Pu cannot
be enablest (visitor)q{user} , i.e. a process with role user
TABLE IV
aiming to give permission to the role visitor to access the
T HE S YNTAX OF rXdπ T YPES
f ile. Since ({user}, visitor) ∈
/ {({owner}, visitor)}, the
process Pu does not agree with the store’s policy and according
to the security property PR0, the location m is not typeable in
to it; a process can modify a subtree only if it can access all our typing system. In other words, our typing system would
the edges of the subtree; agreeing with the location policy, a rule out the user, “pretending to be the owner”, wishing to
process can enable a role at an edge or disable a role from a enable the visitors to access the song.
subtree if it can access the path which identifies it.
VI. R ELATED WORK
Other common features of RBAC system we did not consider in [3], since we could smoothly add them to the present
The Xdπ calculus [4], [5] models both localised, mobile
calculus, are: incompatible roles, static and dynamic separation processes and distributed, dynamic, semi-structured data, alof roles, limits on the number of users authorised for a given lowing to represent data-sharing applications. It can be seen
role.
as an extension of the Active XML model [15]. The locations
Ch(T v)

type of channels communicating values of
type T v
Loc(P)
type of locations with policy P
Script(P)
type of scripts which can be activated at
locations with policy P
P ath(α)
type of paths having the last edge with set of
roles α
P ointer(α)
type of pointers whose path is typed by
P ath(α)
T ree(P, τ, ζ)
type of trees, which can stay at locations
with policy P, with initial branches asking
τ and which can be completely accessed by
processes with at least one role of ζ
P roc(P, ρ)
type of pure processes, which can stay at
locations with policy P and which can be
assigned roles ρ
P rocRole(P)
type of processes with roles which can stay at
locations with policy P
N et
type of networks
T v ranges over value types defined by:
T v ::= Ch(T v) | Loc(P) | Script(P) | P ath(α) | T ree(P, τ, ζ)

B. Properties
Besides subject reduction property, we can prove the following relevant access control properties.
Properties of location policies and communication:
PR0 All trees and processes in a location agree with the
location policy;
PR1 A process with roles can communicate only values with
at least one characteristic role lower than or equal to one
role of the process.
Properties of migration between locations:
PR2 A process with roles can migrate to another location only
if it agrees with the policy of that location.
Properties of process access to local data trees:
PR3 A process with roles looks for a path in the local tree
only if the path is accessible to the process.
PR4 A process with roles can get a data in the local tree only
if the data is accessible to the process.
Properties of manipulation of local data trees by processes:
PR5 A script is activated in a location only if the corresponding process with roles agrees with the policy of that
location;
PR6 A process with roles generated by a read command in a
location agrees with the policy of that location;
PR7 A process with roles can erase a subtree of data only if
it can access the whole subtree;

and the processes of Xdπ are essentially those of dπ [8],
[9] enriched with capabilities for data manipulation. The only
difference is that a process in dπ can migrate to a location
independently from the existence of the location itself in the
current network, while in Xdπ such an existence is a necessary
condition for migration. The data trees of Xdπ are related to
those in [16], [17] and the treatment of shared distributed data
is inspired by [18].
In the SafeDpi calculus [19] parameterised code may be
sent between locations and types restrict the capabilities and
access rights of any processes launched by incoming code.
Co-actions have been introduced for ambient calculi as a basic
mechanism for regulating access to locations and use of their
resources [11], [20], [21]. More refined controls for ambient
calculi include passwords [22], [23], classifications in groups
[12], [24], mandatory access control policies [25], membranes
regulating the interaction between computing bodies and external environments [26].
Role based access control has been introduced in the seventies and first formalised by Ferraiolo and Kuhn [27]. There is a
large amount of literature on models and implementations for
RBAC, we only mention [28]–[31]. The standard defined in
2004 is currently under revision by the Committe CS1.1 within
the International Committee for Information Technologies
Standards [32].
The most related papers to [3] are [33] and [34]. Braghin et
al. [33] equip the π-calculus with the notion of user: they tag
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processes with names of users and with sets of roles. Processes
can activate and deactivate roles. A mapping between roles
and users and a mapping between read/write actions and roles
control access rights. A type discipline statically guaranties
that systems not respecting the above mappings are rejected.
Compagnoni et al. [34] define a boxed ambient calculus
extended with a distributed RBAC mechanism where each
ambient controls its own access policy. A process is associated
with an owner and a set of activated roles that grant permissions for mobility and communication. The calculus includes
primitives to activate and deactivate roles. The behaviour of
these primitives is determined by the process’s owner, its
current location and its currently activated roles.
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A Parametric Simplex Search for Unconstrained
Optimization Problem
Qiuhong Zhao, Nenad Mladenović, Dragan Urošević

Abstract—In this paper an effective modification to the original
Nelder-Mead simplex method is suggested. It is shown that the
new heuristic outperforms on average the original version of
NM as well as its several modifications, showing especially its
robustness in solving the standard functions. This result clearly
indicates benefits of introducing randomness into a deterministic
search procedure.

Key words: Unconstrained optimization; Global optimization; Nonlinear Programming, Direct methods, Nelder–Mead.
I. I NTRODUCTION
Let us consider unconstrained continuous optimization
problem:
min {f (x) | x ∈ Rn },
(1)
with objective function f : Rn → R. If the objective function
is neither convex nor concave, there may exist many local
minima.
The simplex search methods [13] are a kind of direct search
methods. Note that simplex contains (n + 1) points xi ∈ Rn ,
i = 1, ..., n + 1. Among numerous simplex methods, the
Nelder-Mead (NM) algorithm is the most popular one. Since
published in 1965, the NM algorithm has been used in many
fields of science and technology. Despite being widely used,
the NM’s practical performance can be appallingly poor in
some cases [15]. Recently, numerous modifications to the NM
algorithm, including metaheuristic originated NM versions,
have been proposed, most of which aim at improving the
worst-case performance.
In this paper, we present a modification to the original
NM method, for unconstrained optimization. We explore the
fact that in the NM method all possible improved solutions
belong to the same line, i.e., the line that connects worst
simplex vertex with the centroid of the opposite face of the
simplex. Then, instead of taking only reflection, expansion
and contraction points on that line, we introduce randomness
to generate more trial points within one iteration. We call our
modification Parametric Simplex Search (PSS) method, since
it integrates the parametric search into the method.
The rest of the paper is organized as follows. In the next
section we briefly outline the NM algorithm and present a
general formulation drawn from it. In Section 3 we give
details of our algorithm. Extensive computational analysis is
Qiuhong Zhao is with School of Economics and Management, Beihang
University, Beijing, China.
N. Mladenović is with School of Mathematics, Brunel University, West
London, UK.
D. Urošević is with Mathematical Institute SANU, Belgrade, Serbia.

conducted in Section 4. Finally, conclusions are drawn in
Section 5.
II. T HE G ENERAL N ELDER -M EAD M ETHOD
A. NM procedure
In this subsection, the initial simplex, one iteration
of the NM algorithm and the termination criterion are
demonstrated respectively. The overall description of NM is
given at last.
Initial simplex. It is customary to specify a starting point in
Rn that is taken as one of the initial simplex vertices. The other
n vertices are then usually generated by perturbing the starting
point by a specified step along the n coordinate directions, or
by creating a regular simplex with specified edge length and
orientation.
One NM iteration. Let X = {x1 , x2 , . . . , xn+1 } be the
current simplex, where the points are ordered according to the
function values, let x1 be the best one (with minimal function
value), and xn+1 the worst. One NM iteration is shown in
Algorithm 1.
Algorithm 1 NM-Iteration(X, f )
1: Order. Order the n + 1 vertices of X to satisfy f (x1 ) 6
f (x2 ) · · · 6 f (xn+1 ).
2: Reflect. Compute the reflection point xr as xr = x̄ +
Pn
α(x̄ − xn+1 ), where x̄ = n1 i=1 xi is the centroid of the
n best points (all vertices except for xn+1 ). If f (x1 ) 6
f (xr ) < f (xn ) accept the reflected point xr , terminate
the iteration.
3: Expand. If f (xr ) < f (x1 ), calculate the expansion point
xe = x̄+β(xr − x̄). If f (xe ) 6 f (xr ), accept the expanded
point xe and terminate; otherwise accept xr and terminate
the iteration.
4: Contract. If f (xr ) > f (xn ), perform a contraction
between x̄ and the better of xn+1 and xr .
(a) Outside. If f (xr ) < f (xn+1 ), then outside contraction:
xc = x̄ + γ(xr − x̄). If f (xc ) 6 f (xr ), accept xc and
terminate; otherwise go to Shrink step.
(b) Inside. If f (xr ) > f (xn+1 ), then inside contraction:
xc0 = x̄ − γ(x̄ − xn+1 ). If f (xc0 ) 6 f (xn+1 ), accept xc0
and terminate; otherwise go to Shrink step.
5: Shrink. Evaluate f at the n points vi = x1 + δ(xi −
x1 ), i = 2, . . . , n + 1. The (unordered) vertices at the next
iteration consist of V = {x1 , v2 , . . . , vn+1 }; set X = V .
”Point x is accepted” in Algorithm 1 means that x replaces
the worst point from X. According to the original Nelder-
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Mead paper [13], the parameters α, β, γ, δ in the NM iteration
should satisfy the following conditions: α > 0, β > 1, 0 <
γ < 1, and 0 < δ < 1. Their usual values are α = 1, β =
2,γ = 21 , and δ = 12 .
Termination criterion. One of the two termination criteria
is usually used: either the function values at all vertices are
close, or the volume of the simplex becomes very small
(V olume(X) < ε, where X and ε are the current simplex,
and an arbitrary small number, respectively).
The overall steps of the NM algorithm are given in Algorithm 2.

initial simplex X is chosen at random (in the first iteration)
or by perturbing of current best solution (in the rest of
the procedure). The remaining vertices are created by the
procedure listed in lines 2 and 3 of Algorithm 4, where τ
is a positive constant, ei is the n−dimensional unit vector
with one in the i-th component and zeros elsewhere.
Stopping Criteria. The stopping criteria are set to be the
combination of two conditions: (1) The number of successive
iterations satisfying inequality
f (x1 ) − f ∗ > ρ|f ∗ |,

(3)

where f ∗ is the minimum function value ever found before,
and ρ > 0, is greater then J (one of parameters). (2) The usual
stopping rule regarding the current simplex:

Algorithm 2 Nelder-Mead simplex method
1: Get an initial point x ∈ Rn at random
2: X ← Initial-Simplex(x)
3: while The termination criterion is not met do
4:
NM-Iteration(X, f )
5: end while
6: return return x1 as solution.

|f (x1 )| − |f (xn+1 )|
6 εo ,
|f (x1 )| + |f (xn+1 )| + εo

B. A Generalization of the NM Procedure
Proposition 1. Reflection, expansion and contraction points
belong to the same line xg = x̄ + g(x̄ − xn+1 ).
Proof: From Algorithm 1 we have
xr = (1 + α)x̄ − αxn+1 , xe = (1 + αβ)x̄ − αβxn+1 ,
xc = (1 + αγ)x̄ − αγxn+1 , xc0 = (1 − γ)x̄ + γxn+1 .
If we denote G = {α, αβ, αγ, −γ}, then we can express the
ref lect, expand and contract (inside and outside) points
in one NM iteration with the following general formulation:

(4)

where εo is a (relatively) small positive number.
One Iteration. We define Ik as the interval, which is characterized by iteration number k. For previously selected interval
Ik , the PSS procedure chooses randomly a value g 0 ∈ Ik , and
conducts search from a predefined interval around g 0 . The PSS
based iteration is given in Algorithm 3, with the following
setting:
Ik = [dk , uk ] = [A − bk/ac, A − bk/ac + b],

(5)

where A, a and b are the positive constants, bzc the largest
integer not larger than z. As shown in (5), along with the
increase of k, dk either keeps unchanged or decreases, so does
uk .

A. The PSS Algorithm

Algorithm 3 One iteration of PSS.
1: function OnePSS(n, X, f )
2: k ← 0; xnew ← xn+1 .
3: Define Mg 0 as an interval around g 0 ∈ Ik . Take e as the
step for local search.
4: while k 6 kmax do
5:
Select randomly a value g 0
∈
Ik , denote
xw = arg min{xg = (1 + g)x̄ − gxn+1 |g ∈
Mg0 ∩ {g 0 + le| l ∈ Z}}.
6:
if f (xw ) < f (xn+1 ) then
7:
xnew ← xw
8:
break
9:
else
10:
k ← k + 1;
11:
end if
12: end while
13: return xnew

By changing the value of parameter g in (2), creating
accordingly a new vertex, the PSS algorithm follows the
original version of NM, but in a more flexible way. We first
specify the initial simplex and the stopping criteria of the
algorithm. One PSS iteration is given in Algorithm 3. After
the illustration of our revised shrink step, the overall PSS
algorithm is given in Algorithm 4.
Initial Simplex. Let xi = (xi,1 , xi,2 , ..., xi,n ) ∈ Rn denote
the ith vertex of the current simplex, i = 1, 2, ..., n + 1.
The starting vertex x1 = (x1,1 , x1,2 ..., x1,n ) ∈ Rn of the

The Modified Shrink Procedure. Our modified shrink step
is activated when we fail to find a solution better than xn+1
in previous step. We shrink not all but only q worst vertices,
where q is chosen in each iteration as a random number
from [1, r) and r is predefined parameter of the method. The
detailed description of the modified shrink procedure is given
in Algorithm 4.
By shrinking subset of the all vertices, we can diversify the
simplex, while the information of the previous simplex can

xg = (1 + g)x̄ − gxn+1 ,

(2)

where g ∈ G. Therefore, after simple transformation on (2),
desired result is obtained.
¤
The original NM algorithm and the most of its modifications
specify ref lect, expand, contract steps in sequence and fix
the values of α, β, γ in advance. We change systematically at
random an interval from which the value of g in Formulation
(2) is selected.£ In addition,
we expand the range of g (contrast¤
ing to range − 12 , 2 used in the original NM, since ”reflect,
expand and contract coefficients {− 12 , 12 , 1, 2} are from this
interval), to search for the global optimum in a wider but
reasonable interval.
III. PSS AND RPSS A LGORITHMS
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be inherited as well. In the case that q is always too small to
diversify the simplex, the algorithm can avoid converging to
the local optimum and the Restarted PSS processes.
Pseudo-code for PSS. The Pseudo-code for PSS is in Algorithm 4.

in the previous phases, as shown in lines 5–8 of Algorithm 5
where m is predefined parameter. From line 5 we can conclude
that the set of possible values for x1 is a ball around best
solution whose radius increases, if the optimal function value
keeps unimproved in the previous iteration.

Algorithm 4 Pseudo-code for PSS
1: function PSS(n, x1 , f )
2: z = max{|x1j |, j = 1, ..., n}
3: xi+1 = x1 + max{1, z} · ei , for i = 1, ..., n
4: shrink ← f alse
5: while Stopping condition is not met do
6:
if shrink then
7:
Select randomly a number q < r < n,
8:
xi = x1 + δ(xi − x1 ), i = n − q + 2, . . . , n, n + 1.
9:
shrink ← f alse
else
10:
11:
xnew ← OnePSS(n, X, f )
12:
if f (xnew ) < f (xn+1 ) then
13:
xn+1 ← xnew
14:
else
15:
shrink ← true;
16:
end if
17:
end if
18:
reorder X
19: end while
20: return x1 as solution.

Algorithm 5 Pseudo-code of RPSS
1: function RPSS(n, X, f )
2: x1 ← RandomPoint(Rn )
3: x∗ ←PSS (n, x1 , f ), x1 ← x∗ , k ← 0
4: while k 6 K do
5:
for i ∈ {1, 2, .., n} do
6:
ωi ← Random(−1, 1)
k
7:
x1,i ← x1,i + mK
· ωi
8:
end for
9:
x∗ ← PSS(n, x1 , f )
10:
if f (x∗ ) < f (x1 ) then
11:
x1 ← x∗ , k ← 0;
12:
else
13:
k ←k+1
14:
end if
15: end while
16: return x1 as solution.

B. The Restarted Parametric Space Search algorithm
The Restarted Parametric Space Search (RPSS) algorithm
is characterized by restarting the PSS algorithm when its
stopping condition is met.
The way of restarting the NM simplex or its modifications
has already been applied ([11], [18], etc.). It is shown to
be significant for the search of the global optimum. The
method in [11] is called as Restarted and Revised Simplex
(RRS), which consists of a three-phase application of the
NM method in which: (a) the ending values for one phase
become the starting values for the next phase; (b) the step
size for the initial simplex (respectively, the shrink coefficient)
decreases geometrically (respectively, increases linearly) over
the successive phases; and (c) the final estimated optimum is
the best of the ending values for the three phases. In [18],
the Restarted and Modified NM (RMNM) method takes the
same size (volume) of the simplex in the proceeding phases
as in the first one and finishes the procedure when the optimal
value f (x1 ) in the current phase is not better than the best
one (denote it as f (x)) obtained in the previous phase; i.e.,
the termination criterion is f (x1 ) > f (x).
In this paper, we restart PSS for global searching. Whenever
PSS is restarted, we diversify the initial simplex, such that the
iteration process can be conducted in a wider interval if the
function value is not improved.
If it is the first time to run PSS, the point x1 in the initial
simplex X is selected randomly. Whenever PSS is restarted,
the point x1 is constructed by perturbing the best vertex gained

IV. C OMPUTATIONAL A NALYSIS
The computational process is divided into two parts. In the
first subsection, we run the RPSS algorithm on a series of
functions, whose dimensions change steadily within a given
range, and compare the results with those drawn from [18]; in
the second subsection, the computational experiment focuses
on the functions with specified dimensions, which were also
run by some meta-heuristic algorithms recently.
In Table I, we list the values of some parameters in the PSS
algorithm. These values are classified regarding the algorithm
in which they are listed.
TABLE I
T HE VALUES OF SOME PARAMETERS IN THE PSS ALGORITHM

OneP SS
P SS
RP SS
Parameter A a b kmax e
J
εo r K m
Value 2.5 5 1
25 0.2 500 10−6 n2 10 5

The values of all parameters are selected after extensive
testing of methods.
A. Standard test functions
In this subsection, we conduct the comparative analysis
on the test functions listed in Table II. Besides the RPSS
algorithm, three other methods – NM, RRS and RMNM, are
also considered, which are drawn from [18]. For each method,
the initial simplex X is generated in the same way as the
PSS method in the first phase of RPSS (that is, the point x1
is generated randomly, the other points are generated based
on procedure displayed in lines 2 and 3 of Algorithm 4).
The termination criterion of NM is the same as each phase
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TABLE III
T HE COMPUTATIONAL RESULTS OF THE TEST FUNCTIONS IN TABLE II

of RSS as well as RMNM, which is the combination of the
iteration number without improvement (it is set to 10,000) and
inequality (4). The values of the parameters α, β, γ, δ for these
methods except for RPSS are identical with the corresponding
values listed in Section II.
All of these algorithms are coded in C++ and run on a
Pentium 4 computer with 1400MHz processor and 256 MB of
RAM. The same as in [2], [10], we use the following criterion
to judge success (i.e., convergence to the global minimum) of
a trial:
f˜ − fmin < ²1 | fmin | +²2 ,
(6)
where f˜ refers to the best function value obtained by the
algorithm, fmin is the exact global minimum, ²1 and ²2 are
set equal to 10−4 and 10−6 , respectively.
In Table II, the name and the abbreviation of each test
function are in the first two columns. The third column, n,
denotes the dimensions and the last column fmin gives known
minimum function values. These test functions (or some of
them) can be found for examples in [3], [9], [2], etc., with
diversity in characteristics of difficulties that arise in global
optimization problems. By changing steadily dimensions of
these functions within a given range, we can well compare
the robustness of these methods under consideration.

Conv. Times
Av.Val.
Fun. NM RSS RMNM RPSS
NM
RSS RMNM RPSS
DP
0
0
3
0 209732.08
1.83
0.56
0.63
GR
0
8
9
19
61.88
0.04
0.02
0.00
PO
3 23
16
24
38.71
0.00
0.00
0.00
RO
0
1
4
1
832.14
58.88 127.44 41.35
SC
0
0
3
0 12091.18 10836.81 6659.31 1314.28
ZA
2
3
8
19
37.76
0.26
0.00
0.00
RA
0
0
18
19
300.94 208.59
0.00
0.00
Total 5 35
61
82 223094.69 11106.41 6787.33 1363.59
Avg. 1
5
9
12
1616.63
80.48 49.18
9.88

dimensions. Description of these functions can be found in
[5], [9]. In Table IV, we list for each function the name (Fun.),
abbreviation (Abbr.), dimension (n) and optimal function value
(fmin ). The metaheuristic algorithms compared with RPSS in
this subsection are listed in Table V. The first seven methods
in Table V use NM as subroutine, the last two have no
relation with NM, however, they also employ VNS to find
the optimum.
TABLE IV
G LOBAL OPTIMIZATION TEST PROBLEMS

Fun.
Abbr.
Branin RCOS
BR
Goldstein and Price GP
Hartmann
H3,4
H6,4
Rosenbrock
RO2
RO10
Shekel
S4,5
Shubert
SH

TABLE II
S TANDARD TEST FUNCTIONS

Fun.
Dixon and Price
Griewank
Powell
Rosenbrock
Schwefel
Zakharov
Rastrigin

Abbr.
DP
GR
PO
RO
SC
ZA
RA

n
fmin
10, 15, 20, ..., 100
0
10, 15, 20, ..., 100
0
8, 12, 16, ..., 100
0
10, 15, 20, ..., 100
0
10, 15, 20, ..., 100
0
10, 15, 20, ..., 100
0
10, 15, 20, ..., 100
0

As shown in Table II, for all these functions, except Powell’s
function (whose dimension should be multiple of 4), the
dimension is changed from 10 to 100, with step 5, while
dimension of the latter is changed from 8 to 100, with step 4.
Thus, each test function consists of 19 ( 100−10
+ 1) instances
5
( 100−8
+
1
=
24
instances
for
the
Powell
function).
4
We run the RPSS code one time for each test function and
each of listed dimensions. The computational results are given
in Table III. In Table III, Columns 2 to 5 report how many
times global minima are reached (out of 19 or 24 instances)
by the corresponding method, and Columns 6 to 9 report
the average functions values (for all 19 or 24 instances).
Computational results for all methods except for RPSS are
drawn from [18]. We show in bold the best results (Conv.Times
and Av.Val.) for each function.
From Table III, we can conclude that RPSS found all global
minima for 4 (out of 7) functions. Note that other methods are
without 100 percentage convergence for any function.
B. Global optimization instances with specified dimension
In this section, we analyze the efficiency of RPSS, which
is tested by using a set of benchmark functions with specified

n
fmin
2
0.3979
2
3.0000
3
-3.8628
6
-3.3224
2
0.0000
10
0.0000
4 -10.1532
2 -186.7309

TABLE V
T HE GLOBAL MINIMIZERS
Method
Genetic and Nelder-Mead (GNM)
Genetic with Nelder-Mead (GANM)
Swarm with Nelder-Mead (SNM)
Niche hybrid genetic algorithm (NHGA)
Tabu Search and Nelder-Mead (TSNM)
Continuous Genetic Algorithm (CGA)
Restart and Modified Nelder-Mead (RMNM)
Variable Neighborhood Descent (VND)
Basic Variable Neighborhood Search (B-VNS)

Reference
Chelouah and Siarry [3]
Fan et al. [7]
Fan et al. [7]
Wei and Zhao [16]
Chelouah and Siarry [4]
Chenouah and Siarry [2]
Zhao et al. [18]
Toksari and Guner [14]
Toksari and Guner [14]

In Table VI we summarize the results obtained by 100 runs
of each method. We summarize the following information: the
number of runs for which the corresponding method found the
global minimum (or the rate of successful minimization), the
average number of the objective function evaluations (which
is called later as function evaluation number), where the latter
criterion relates only to the successful trials.
The computational results are listed in the middle part
of Table VI, where columns contain the average number of
function evaluations needed to find the first global minimum.
The numbers in parentheses denote number of runs for which
the method found the global minimum; in the case of 100%
no number is reported. For each function, we highlight the
minimal function evaluation number (100% success) in bold.
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For all methods except for RPSS, we accept the results from
the references given in Table V, which are also listed in [18].
Since some results are not available for some instances, Table
VI contains empty entries. In the last column, we list for each
function the average of evaluation numbers of all the methods
which succeeded 100% in finding the global minimum.



+






−
Comij =



U




NA

TABLE VI
C OMPARISON OF RPSS WITH HEURISTICS LISTED IN TABLE V

if the rate of successful minimization is
100% and Evaij > AV Ei
if the rate of successful minimization is
100% and Evaij 6 AV Ei
if the rate of successful minimization is
less than 100%
if Evaij is not available

Fun.
BR
295 356 230
–
125
–
60 372 308 178 241
259 422 304
–
151
410 69(80) 294 206 215 283
GP
H3,4
492 688 436
–
698
–
67 408 521 132 430
H6,4
930
–
–
– 2638
– 398(50) 2274 1244 2583 1934
SH
345 1009 753
–
279
– 275(40)
–
– 138 505
RO2
459 738 440 239
369
960
224
–
– 363 474
– 21563 5946(95)
–
– 6333 8530
RO10 14563(83) 5194 3303 6257
S4,5
698(85) 2366 850
– 545(69) 610(76) 912(90) 806 571 3624 1643

The advantage of RPSS is obvious by observing the results
in Table VII. First, contrasting to GNM and RMNM which
also test all functions in Table VI, RPSS outperforms them
100% by success and by more ”−” outcomes; second, for
most functions (6 out of 8), RPSS has better results than the
average ones, outperforming on average the other methods.

AVE
RPSS
B-VNS
VND

RMNM

V. C ONCLUSIONS

CGA

TSNM
NHGA
SNM
GANM
GNM

+ +
- NA
- + + NA
+ + + NA +
- NA NA NA +
- + + NA
- +
U
- NA
U +
- NA U

NA
+
NA
NA
NA
+
+
U

B-VNS
RPSS

VND

CGA
RMNM

TSNM

NHGA

SNM

GANM

Fun.
BR
GP
H3,4
H6,4
SH
RO2
RO10
S4,5

GNM

TABLE VII
C OMPARISON OF RPSS WITH HEURISTICS LISTED IN TABLE V

- + + U +
- - + U +
- +
U NA NA - NA NA U NA NA U
- +

For each function in Table VI, the rate of success for
RPSS is 100 percentage. However, except for SH in Table
VI, RPSS does not dominate the other functions regarding
minimal function evaluation number. To further analyze the
performance of RPSS, we list in Table VII the compared
results of function evaluation number with the average (which
are listed in the last column of Table VI and denoted as
AV Ei ). We denote by Evaij the function evaluation number
of method j on function i, for example, if the method j is
GNM and the function i is BR, Evaij = 295, and Comij as
the compared results of Evaij with AV Ei , which is defined
as

In this paper, a modification of Nelder-Mead (NM) algorithm is proposed. Our Parametric Simplex Search (PSS)
algorithm integrates all the steps (except Shrink) by changing
systematically and randomly parameter values in the general
formulation for one step of the original NM iteration. This
makes the algorithm capable of searching for the optimum in
a diversified and flexible way. The shrink step is also revised,
in a way that more information of the previous simplex can
be inherited.
To make the algorithm able to find the global optimum, we
restart the PSS algorithm until the termination criterion is met.
We call our algorithm as the Restart and Parametric Simplex
Search NM (RPSS).
We analyze the quality of our RPSS algorithm by conducting comparative analysis with other algorithms. We evaluate
the RPSS algorithm from two aspects. First, we analyze the
robustness of the algorithm, which is characterized by the
deviation of the function values from the optimum when
the function dimension changes; second, we evaluate the
effectiveness of RPSS, where we propose an index ”AGAP”,
to well evaluate the performance of RPSS. It is shown by computational experiments that, the RPSS algorithm outperforms
in average the original version of NM as well as some other
recent successful modifications.
Future work may include search for better parameter values
in a more automatic fashion. Such an extension may be seen as
Parametric Space Search approach. In addition our PSS may
be used as a local search routine within some metaheuristic
scheme, such as Variable Neighborhood Search [12].
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On Certain Coding Approaches for Security
Evaluation and Design of Stream Ciphers
Miodrag J. Mihaljević1

Abstract—A number of generic issues relevant for security
evaluation and design of certain stream ciphers are pointed out
and discussed. The consideration includes: (i) one-step versus
iterative decoding based fast correlation attacks; (ii) decimation
based algebraic and fast correlation attacks; (iii) security evaluation and design issues regarding certain quantum stream ciphers;
(iv) stream cipher designs based on joint employment of pseudorandomness, randomness and dedicated coding.
Keywords: stream ciphers, cryptanalysis, design guidelines, fast
correlation attacks, algebraic attacks, quantum stream ciphers,
randomized stream ciphers, homophonic coding.

I. I NTRODUCTION
Stream ciphers play an important role in information security and they are a well recognized topic within cryptology. A
stream cipher encrypts one individual character of a plaintext
message at a time, using an encryption transformation which
varies with time. Such a cipher is typically implemented by
the use of a pseudorandom number generator or a keystream
generator which expands a short secret key into a long
running key sequence. A keystream generator is equivalent to
a finite state machine that, based on a secret key, generates a
keystream for controlling an encryption transformation. Beside
the classical stream ciphers, recently, certain quantum stream
ciphers have been reported based on employment of a quantum
modulation controlled by a keystream generator. Design of
highly efficient and secure stream ciphers is still an important
challenge.
This paper addresses certain coding related issues for security evaluation and design of the both, the classical stream
ciphers and the quantum ones. The considered decoding approaches include one-step versus iterative decoding and decimation based decoding. The considered encoding approaches
for enhancing security of stream ciphers include the ones
based on the wire-tap channel coding and homophonic coding.
The impacts of certain reported results and their implications
regarding design of stream ciphers are discussed.
II. O NE -S TEP D ECODING V ERSUS I TERATIVE D ECODING
FAST C ORRELATION ATTACKS
A number of the published keystream generators are based
on binary linear feedback shift registers (LFSRs) assuming
that parts of the secret key are used to load the LFSRs initial
states (see [16], for example). The unpredictability request,
1 Mathematical Institute, Serbian Academy of Sciences and Arts, Belgrade,
Serbia, and Research Center for Information Security (RCIS), National
Institute of Advanced Industrial Science and Technology (AIST), Tsukuba,
Japan.

which is one of the main cryptographic requests, implies that
the linearity inherent in LFSRs should not be “visible” in
the generator output. One general technique for destroying
the linearity is to use several LFSRs which run in parallel,
and to generate the keystream as a nonlinear function of the
outputs of the component LFSRs. Such keystream generators
are called nonlinear combination generators (see [16], for
example).
Fast Correlation Attack. A central weakness of a nonlinear
combination keystream generator has been demonstrated in
[37]. Assuming certain nonlinear functions it is shown in [37]
that it is possible to reconstruct independently initial states of
the LFSRs, i.e. parts of the secret key (and accordingly the
whole secret key as well) based on the correlation between
the keystream generator output and the output of each of
the LFSRs. The reported approach is based on exhaustive
search through all possible nonzero initial states of each LFSR.
A substantial improvement of the previous approach which
yields nonexponential complexity with the LFSR length has
been proposed in [15]. This approach is called fast correlation
attack (FCA), and its extensions and refinements, as well as its
analysis are presented in a number of papers including [20],
[22], [4], [21] and [11].
The basic ideas of all reported FCAs include the following
two main steps: (i) Transform the cryptographic problem into
a suitable decoding one; (ii) Apply (devise) an appropriate
decoding algorithm.
In the following, correlation means that the mod-2 sum of
the LFSR output and the generator output can be considered
as a realization of a binary random variable taking values 0
and 1 with probabilities 1−p and p, respectively, with p < 0.5
(or p = 0.5). Consequently, the problem of the LFSR initial
state reconstruction based on the keystream generator output
sequence can be considered as the decoding problem of a
punctured simplex code (defined by the feedback connections
of the LFSR) after transmission over a binary symmetric channel (BSC) with crossover probability p uniquely determined by
the correlation. More precisely, the fast correlation attack on a
particular LFSR in a nonlinear combining generator given the
segment of the generator output can be considered as follows:
(i) The N -bit segment of the output sequence from the lengthL LSFR is a codeword of an (N, L) punctured simplex code;
(ii) The corresponding N -bit segment of the nonlinear combination generator output is the corresponding noisy codeword
obtained through a BSC with crossover probability p; (iii) The
problem of the LFSR initial state reconstruction, assuming its
characteristic polynomial is known, is the problem of decoding
the (n, k) punctured simplex code transmitted over a BSC with
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crossover probability p.
FCAs based in One-Step Decoding. Powerful approaches
for FCAs realization based on one-step decoding have been
reported in [20]-[22] and further developed in a number of
references including [4]. These techniques are based on a
threshold decoding for reconstruction of all information bits
under a hypotheses of certain B bits in conjunction with
exhaustive search over all 2B possibilities. The analysis of
these algorithms include the results reported in [10] implying
the high efficiency assuming an enough long sample for
cryptanalysis.
FCAs based on Iterative Decoding. Certain approaches for
FCAs based on iterative decoding which have performance
invariant on the weight of the LFSR feedback polynomial have
been reported in [20] (IDA) and [21]. These methods employ
a number of moderate-weight parity checks available under
assumption of certain exhaustive search in conjunction with a
iterative decoding techniques. Four different iterative decoding
techniques have been considered in [21] and their performance
have been experimentally justified showing efficiency when
only the short samples are available for cryptanalysis. The
origins for the iterative based decoding FCAs reported in [19]
include [8], [9] and [18].
Implications on Security Evaluation and Design of Stream Ciphers. The considered one-step decoding based FCAs appear
as a powerful tool for security evaluation of certain stream
ciphers assuming that enough long sample for cryptanalysis
is available. The performance of these FCAs can be heavily
degraded if only a short sample is available for cryptanalysis.
In these scenarios, when only short samples are available,
the iterative decoding based FCA considered in this section
appears as a suitable alternative. Accordingly, the security
evaluation and the design guidelines should take into account
considering both the one-step and iterative decoding based
FCAs.
III. D ECIMATION BASED A LGEBRAIC AND FAST
C ORRELATION ATTACKS AND THE S TREAM C IPHERS
D ESIGN I MPLICATIONS
A. Preliminaries
Algebraic and correlation attacks are well recognized as the
general purpose tools for security evaluation and cryptanalysis
of these generators. A general paradigm of the algebraic and
correlation attacks is based on establishing and processing a
system of overdefined equations which are: (i) nonlinear and
(mainly) error free in the case of algebraic attacks; (ii) linear
and (very) noisy in the case of correlation attacks (assuming
that a noisy equation denotes an equation which is satisfied
with a certain, known, probability).
Recently, algebraic attacks have appeared as a powerful
tool for cryptanalysis and security evaluation of certain encryption schemes and particularly stream ciphers including
the nonlinear filter based keystream generators. Some early
algebraic attacks on stream and related ciphers have been
reported in [23] and [24] stimulating development of the
powerful ones reported in [5] and [6]. An algebraic attack
can be roughly summarized as follows: (i) Describe the secret

key by a largely overdefined system of (low-degree) nonlinear
algebraic equations; (ii) If the number of equations exceeds the
number of terms, linearize the system; i.e. treat each term as
an independent variable and solve this (huge) system of linear
equations, or (iii) Try to solve the system by other appropriate
techniques (Grobner basis, ...).
On the other hand, according to the discussion in the
previous section, a correlation attack can be summarized as
follows: (i) Describe the secret key as a largely overdefined
system of noisy linear algebraic equations; (ii) Employ an
appropriate decoding oriented procedure for finding a solution.
The general powerful algebraic attacks that have been
recently reported are based on the construction of an overdefined system of nonlinear equations employing only certain
characteristics of the nonlinear function. Accordingly, the
performance of these attacks strongly depends on the nonlinear
part, and if this part does not have certain characteristics
appropriate for cryptanalysis, the attacks could become very
complex or even not feasible. A goal of this section is to
address the following issue: Find a way to include into the
algebraic attack certain characteristics of the linear part as
well (beside the vulnerability via the nonlinear part) in order
to obtain more powerful attacks against certain nonlinear
functions (which could be heavily resistant against the reported
algebraic attacks).
The paradigm of contemporary fast correlation attacks could
be considered as consisting of the following main steps: (i)
assuming that certain secret key bits are known, specification
of an overdefined system of noisy linear equations; (ii) solving
the specified system as a decoding problem via hypothesis testing and evaluation of parity checks. The noise involved in the
system of equations is a consequence of the linearization of a
nonlinear system of equations which describes the considered
stream cipher. As a result, this noise is not an usual random
one and could be an objective for adjustment attempts.
In the next subsection, the framework of decimation based
algebraic and fast correlation attacks is considered assuming
a nonlinear combination or filter generators (see [16], for
example) which involve a binary linear finite state machine
(LFSM) and a Boolean function, and accordingly note the
following.
An LFSM can be described as Xt = AXt−1 , where A
is the state transition matrix (over GF(2)) of the considered
LFSM. Let X0 be the column (L × 1) matrix [XL−1 , ..., X0 ]T
representing the initial contents or initial state of the LFSM,
(t)
(t)
and let Xt = [XL−1 , ..., X0 ]T , be the L-dimensional
column vector over GF(2) representing the LFSM state after t
clocks, where XT denotes the transpose of the L-dimensional
vector X. We define
⎤
⎡
(t)
A1
⎥
⎢
Xt = AXt−1 = At X0 , At = ⎣ · ⎦ , t = 1, 2, . . . ,
(t)
AL
(1)
where At is the t-th power over GF(2) of the L × L state
(t)
transition binary matrix A, and each Ai , i = 1, 2, ..., L,
represents a 1 × L matrix (a row-vector).
An m-variable Boolean function f (x1 , x2 , ..., xm ) can be
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(t)

for which at certain indices i, in each vector Ai , the all
zero pattern appears at pre-specified positions. Accordingly,
we introduce the following definition.
Definition 1. The sets T and I are sets of the values t and
(t)
i, respectively, determined by the vectors Ai with the last
L − B elements equal to zero. The cardinalities of T and I
are |T | and |I|, respectively.

considered as a multivariate polynomial over GF(2). This
polynomial can be expressed as a sum of products of all
distinct r-th order products (0 ≤ r ≤ m) of the variables
as follows:
m

λu
xui i ,
f (x1 , x2 , ..., xm ) =
u∈GF (2m )

i=1

λu ∈ GF (2) , u = (u1 , u2 , ..., um ) ,
and alternatively,
f (x1 , x2 , ..., xm ) = a0 ⊕1≤i≤m ai xi ⊕1≤i<j≤m aij xi xj ⊕ ...
⊕a12...m x1 x2 ...xm ,

(2)

where the coefficients a0 , ai , aij , ..., a12...m ∈ GF(2). This
representation of f (·) is called the algebraic normal form
(ANF) of f . The algebraic degree of f , denoted by deg(f )
or simply d, is the maximal value of the Hamming weight of
u such that λu = 0, or the number of variables in the highest
order term with nonzero coefficient.
Note that the ANF of f (·) directly specifies one multivariate
equation between the function arguments and its output which
has the nonlinearity order equal to the algebraic degree of
f (·), but in many cases additional multivariate equations with
a lower nonlinearity order can be specified as well. When
a linear combining of the equations is allowed, the linear
combination can be with a lower degree than the component
equations, assuming that enough equations are available for
the combining (see [6], for example).
B. Framework of the Decimated Sample Based Cryptanalysis
Following [25], [26] and [27], the decimated sample approach for cryptanalysis is based on the following framework.
• Pre-Processing: Assuming that a certain subset of the
secret bits is known, decimate the sample so that at the
selected points the nonlinear function degenerates into a
more suitable one for the cryptanalysis.
• Processing: Perform the main steps of cryptanalysis taking into account only the sample elements selected in the
pre-processing phase.
Accordingly, the nonlinear function f (·) is considered as:

Note that the set I is a subset of the indices {i(j)}m
j=1 from
(3).
Regarding the above proposed basic framework we have the
following.
• The implementation of the framework includes a preprocessing phase which is independent of a particular sample
(i.e. it should be done only once), and a processing phase
which recovers the secret key based on the given sample.
• Assuming a nonlinear function suitable for the proposed
attack, the gain in the processing phase is a consequence
of the following:
– a highly reduced nonlinearity of the related system
of equations in the case of algebraic attacks;
– a highly reduced correlation noise in the case of fast
correlation attacks.
Finally note that the decimation based techniques reported in
[12] and [13] employ a different approach.
C. Design Guidelines Implied by the Decimation Based Attacks
The decimation based algebraic and fast correlation attacks
pointed out in the previous section imply the following novel
requirements regarding design of algebraic and correlation
immune Boolean functions:
• Algebraic immunity consideration of a Boolean function
should include consideration of the immunity of its variants
where the subsets of arguments are preset;
• Correlation immunity consideration of a Boolean function
should include consideration of the immunity of its variants
where the subsets of arguments are preset.
Also, the overall design should include resistance against the
decimation based algebraic and fast correlation attacks.

f (x1 , x2 , ..., xm ) = xj ⊕ g(x1 , x2 , ..., xm ) ,
j ∈ {1, 2, ..., m} .

IV. O N S ECURITY E VALUATION AND D ESIGN OF C ERTAIN
Q UANTUM S TREAM C IPHERS

(3)

Obviously, the function g(x1 , x2 , ..., xm ) does not contain
the linear term xj and it has the same algebraic degree as f (·).
One of the main objectives of the pre-processing phase is
to identify an appropriate sample decimation so that one of
the following two goals is achieved:
(a) at the decimated points, g(·) is equal to zero or it has the
algebraic degree d∗ << d;
(b) at the decimated points, g(·) reduces to a nonlinear function
g ∗ (·) which can be approximated by noise that corresponds to
p∗ , which is much smaller than the noise defining p determined
by a direct approximation of f (·) with xj .
The required decimation is based on the consideration of
the state-transition matrix powers in order to find powers t

Roughly speaking, a quantum stream cipher is an encryption
scheme which protects the data jointly employing cryptographic and physical noise: It combines quantum modulation
and stream cipher concepts yielding a randomized stream
cipher. Y-00 is a particular quantum stream cipher (see [33]
and [34], for example).
This section points out to: (i) some reported security
concerns regarding Y-00 and some of its instantiations; (ii)
some novel techniques to explore particular vulnerabilities;
and (iii) an approach for design novel security improved class
of quantum stream ciphers.
Y-00 protocol employs certain results of the quantum detection theory to provide a randomized stream cipher. In Y00, a pseudo-random number generator (PRNG) with a shared
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key is used to make a difference in the performances of
the quantum signal detection. The legitimate communicating
parties, a sender and a receiver, Alice and Bob, respectively,
share a secret key and the key is expanded into a long
keystream sequence or “running key” via a PRNG. Assuming
that BP S and M P S mean a binary pure state and M -ary
pure state, respectively, according to the quantum detection
theory, we have the following property of the average error
probability: Pe (BP S) < Pe (M P S). It means that if the
attacker Eve does not know the key, she has to detect M ary quantum states, while Bob’s detection procedure which
employs the key is the binary.
A. Cryptanalysis of Certain Instantiations of Y-00 Employing
a Dedicated Decimation Based FCA
This section proposes a dedicated FCA approach against
the instantiation of Y-00 considered in [7] and certain similar
ones when longer LFSRs are employed and with an arbitrary
number of the taps. We assume the same heterodyne measurement scenario as considered in [7]. The approach proposed in
this section employs decimation of the sample obtained after
the heterodyne measurement and the matrix representation
of an LFSR for specification of Y-00 dedicated FCA. The
developed dedicated FCA implies additional design guidelines
for employment of the LFSRs in certain Y-00 instantiations.
1) Framework for the Cryptanalysis: The heterodyne measurement (see [7], for example) is the key step for security
evaluation of Y-00 because this measurement results in a mapping of Y-00 security into a cryptographic decoding problem.
Via the heterodyne measurement, it is possible to obtain a
noisy version of the output sequence from LFSR so that the
security of Y-00 reduces to recovering the initial state of LFSR
based on its noisy output sequence.
The origin for mounting a dedicated and more powerful
FCA against Y-00 is the nonuniform degradation of the
observable LFSR output bits which has also been reported
in [7].
Let {[ukt+j ]t−1
j=0 }k be a sequence of concatenated t-length
segments of the LFSR output bits. After the heterodyne
measurements and the inverse mapping, we obtain a noisy
t−1
version {[zkt+j ]t−1
j=0 }k of {[ukt+j ]j=0 }k defined as
zkt+j = ukt+j ⊕ ekt+j ,

(4)

where ekt+j is a realization of a random binary variable Ekt+j
such that Pr(Ekt+j = 1) = pj , and ⊕ denotes mod 2 addition.
Mounting a dedicated FCA which operates over the subsequence corresponding to low-noise corrupted LFSR output
bits requires the following:
• specification of each of the subsequence bits as a function
of LFSR initial state;
• specification of suitable parity-check equations which
provide recovering of the LFSR initial state, i.e. the secret
key.
This section shows the solution for the above addressed
problems employing matrix representation of an LFSR output
sequence and the related parity-checks construction.

According to (1), the powers of the matrix A determine
algebraic replica of the LFSR initial state bits, i.e., linear
equations over GF(2) satisfied by the bits of the codewords
(n)
(0)
from the dual code, as un = A1 U0 , where U0 = [u ]L
=1
is an L dimensional binary vector representing the initial LFSR
(n)
state and A1 denotes the first row of the n-th power of the
matrix A. We call each equation of the form (1) as a basic
parity-check, and accordingly we define a noisy basic paritycheck by the following:
(n)

zn = A1 U0 ⊕ en ,

(5)

where en is a realization of a binary random variable En such
that Pr(En = 1) = p. We employ the parity-check equations
constructed according to the following definition.
Definition 2. The set Ω of parity-check equations associated
with the ith bit of LFSR initial state,  = 1, 2, .., L, is composed of all parity-check equations obtained as the mod2 sum
of w distinct basic noisy parity-check equations as follows,
w
w



(n )
bi zni ) ⊕ (
bi A1 i U0 ) ⊕ (
bi eni = 0 ,
(
i=1

i=1

ni = ki t + j, j = 0, 1,

(6)

where, for given integer N , the integers ki , i = 1, 2, ..., w,
have arbitrary values such that ki < ki+1 < N , i =
1, 2, ..., w − 1, and {bi }w
i=1 are arbitrary binary coefficients,
(n )
w
providing that the vector sum i=1 bi A1 i has value one at
the -th coordinate, and value zero in the all other coordinates.
Collecting the parity-checks as specified by Definition 2
(0)
implies that for each unknown LFSR initial state bit ui we
obtain |Ωi | its noisy replicas of the following form:
w
w


(0)
u ⊕ (
bi eki t+j ) = (
bi zki t+j )
i=1

(7)

i=1

Accordingly, as it has been shown in [22] and [10] for
w
example, based on the observed values {( i=1 bi zki t+j )}, we
(0)
w
can estimate u assuming that {( i=1 bi zki t+j )} are differ(0)
ent noisy version of u obtained via the binary symmetric
channels (b.s.c.) with the probability of error pw,j ,
1 − (1 − 2pj )w
,
(8)
2
w
corresponding to the noise implied by i=1 bi eki t+j . According to [10], and assuming that p = max{p0 , p1 }, the reliable
estimation of u requires that the number of employed parity
checks, i.e., the cardinality of Ω fulfills the following:
pw,j =

|Ω | >> (1 − 2p)−2w .

(9)

2) Cryptanalysis: After the heterodyne measurement, the
sample for cryptanalysis is a noisy version of the LFSR
output sequence and bits of the sample are corrupted with
different noise levels. Note that the noise level at each sample
position is known. On the other hand, each bit of a LFSR
output sequence is a replica of the LFSR initial state. The
developed FCA employs an appropriate decimation of the
given sample which selects, for further processing, only the
replicas corrupted with low noise and these replicas along with
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the initial state bits can be considered as a noisy codeword. It
is dedicated to efficient decoding of this codeword using the
parity checks specified according to the matrix representation
of an LFSR and the employed decimation. The developed
dedicated decimation based FCA algorithm consists of the preprocessing and processing phases. The pre-processing phase
is independent of a particular sample for cryptanalysis and
should be performed only once. The processing phase, for the
given sample and employing the pre-processing phase output,
performs recovering of the LFSR initial state.
The main differences between an ordinary FCA and the
developed dedicated one appear as the consequences of the
following characteristics of the dedicated one: (i) it is mounted
over a decimated sample which is corrupted with a low noise;
(ii) it is based on a dedicated specification of the parity checks
which takes into account that only certain elements of the
sample are employed. In comparison with an ordinary FCA
which is not mounted over the decimated sample (i.e. which
operates over the entire sample), the developed dedicated FCA
provides a potential for a heavy reduction of the decoding
complexity as well as the required sample because it performs
decoding of a shorter codeword corrupted with a lower noise.
Complexity of the pre-processing phase is determined by
the search for the parity-checks related to each of the LFSR
initial state bits. Complexity of the processing phase is determined by the decoding complexity of recovering the LFSR
initial state based on the sample obtained after heterodyne
measurement. The developed dedicated FCA can be employed
for cryptanalysis of a number Y-00 variants. These variants
can differ regarding the length of the employed LFSR and
the parameter M value. Table 1 lists illustrative examples of
particular instantiations of Y-00, length of the sample required
for cryptanalysis time complexity of pre-processing and time
complexity of recovering the LFSR initial state.
B. Guidelines for Design of Security Improved Quantum
Stream Ciphers
In a general setting, security of Y-00 has been challenged in
a number of papers including [35] and [36] where it is shown
that security of Y-00 is upper-bounded by the complexity of
recovering via an exhaustive search the secret key associated
to the employed pseudorandom number generator.
The results reported in [28] point out that the paradigm of
Y-00 does not imply achievement of the above upper bound on
the security because it does not combine the cryptographic and
quantum features in an optimal manner. In [28] the security
of Y-00 against known-plaintext attacks is addressed and the
following is reported: (i) applicability of the wire-tap channel
[39] paradigm as a background for consideration of Y-00
security; (ii) proposal of a generic framework for developing
novel quantum stream ciphers which provides the security
determined by the dimension of the key dimension employing certain encoding dedicated to the unavoidable quantum
noise which an attacker must face. A framework is proposed
in [28] for developing novel quantum stream ciphers by a
sophisticated employment of the unavoidable quantum noise
at the attacker’s side. The proposal is based on a design of

mapping the PRNG output into the bases which includes a
dedicated encoding so that due to this coding and the quantum
noise at the attacker side, an attacker employing the heterodyne
measurement can not learn about the PRNG output. Prevention
from learning the PRNG outputs implies that an attacker
can not mount any attack more efficient than the exhaustive
key search one, and consequently the quantum stream cipher
preserves the security determined by the employed secret key
dimension. The proposal originates from the results reported
regarding the wire-tap channel coding. In the proposed approach, the coding schemes should be such that the encoding
complexity is low and that it provides entire confusion at the
attacker’s side after the heterodyne measurement.
The results very recently reported in [38] show that the
wire-tap channel based coding schemes which provide desired
level of confusion at the attacker’s side can be designed for the
quantum key distribution (QKD) systems. QKD systems and
similar protocols use classical error-correcting codes for both
error correction (for the honest parties to correct errors) and
privacy amplification (to make an eavesdropper fully ignorant).
From a coding perspective, a good model that corresponds
to such a setting is the wire tap channel. Particularly, in
[38], the wire-tap channels modelled as binary erasure channel
and binary symmetric channel have been considered and
specific practical codes have been proposed. These coding
schemes developed for QKD yield a background for design
of appropriate coding schemes for quantum stream ciphers
following the framework proposed in [28].
V. A C LASS OF S TREAM C IPHERS BASED ON
H OMOPHONIC C ODING
This section illustrates an approach for design of randomized stream ciphers based on joint employment of pseudorandomness, randomness and dedicated coding reported in
[30], [31] and [32].
The design pointed out in this section originates from a
consideration of the possibilities for some novel approaches for
inclusion of pure randomness into a stream cipher framework.
The main goal of the pure randomness employment is to
enhance the security and provide a potential for its increasing
up to the maximum possible, i.e. to make it as high as it can be
for the given secret key dimension. Also, the involvement of
the randomness is considered in a manner that provides a lowcomplexity implementation as well as a low communications
overhead.
We assume the following notations:
- a = [ai ]i=1 : -dimensional binary vector of message or
plaintext data;
- u = [ui ]m−
i=1 : (m − )-dimensional binary vector of random
data such that Pr(Ui = 1) = Pr(Ui = 0) = 1/2;
- v = [vi ]ni=1 : n-dimensional binary vector of random data
such that Pr(Vi = 1) = p and Pr(Vi = 0) = 1 − p;
- x = [xi ]ni=1 : n-dimensional binary vector of the keystream
generator output bits;
−1
(·): operators of the homophonic / wire-tap
- CH (·) and CH
channel encoding and decoding, respectively;
−1
(·): operator of the error-correction
- CECC (·) and CECC
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TABLE I
I LLUSTRATIVE EXAMPLES OF Y-00 CRYPTANALYSIS EMPLOYING THE PROPOSED BASIC ALGORITHM ( THE PROBABILITY OF SUCCESS CLOSE TO 1.)

LFSR length

the parameter M

32
64
128

211 = 2048
211 = 2048
211 = 2048

required sample
(N log2 M )
550
1650
2750

encoding and decoding, respectively.
This paper proposes the stream cipher displayed in Fig. 1
where the encryption and decryption operations are specified
by the following.
• Encryption
1) Employing u perform the homophonic (wiretap channel) encoding of the a and the errorcorrection encoding of the resulting vector as follows: CECC (CH (a||u)) where || denotes the concatenation.
2) Generate the ciphertext in form of an n-dimensional
binary vector z as follows:
z = CECC (CH (a||u)) ⊕ x ⊕ v .
•

(10)

Decryption
−1
−1
(CECC
(z ⊕ x))) ,
a = tcat (CH

(11)

where tcat (·) denotes truncation of the argument vector
to the first  bits and the assumption is that the employed
−1
(·),
code which corresponds to CECC (·) (and CECC
as well) can correct the errors introduced by a binary
symmetric channel (b.s.c.) with the crossover probability
p.

Encryption

Elementary Keystream
Generator

secret key

{xi}
{ai}
plaintext

Homophonic
Encoding

+

Error-Correction
Encoding

{zi}

+ ciphertext

{vi}

{ui}
Source of Randomness

Decryption

{ai}
plaintext

Homophonic
Decoding

Error-Correction
Decoding

+

{zi}
ciphertext

{xi}
secret key

Fig. 1.

Elementary Keystream
Generator

A stream cipher which involves randomness and dedicated coding.

The stream cipher design is such that its security can
related to the hardness of the following problem. Let k
a security parameter. If s, d1 , ..., dq are binary vectors
length k, let yi =< s · di > denote the inner product

be
be
of
of

time complexity
of pre-processing
∼ 216
∼ 232
∼ 264

time complexity
of processing
28
216
221

s and di (modulo 2). Given the pairs (d1 , y1 ), (d2 , y2 ), ...,
(dq , yq ), for randomly-chosen {di }qi=1 and q = O(k), it
is possible to efficiently determine s using standard linearalgebraic techniques. However, in the presence of noise where
each yi is flipped (independently) with probability , finding
s becomes much more difficult. We refer to the problem of
learning s in this case when the values {yi }qi=1 are flipped as
the learning parity in noise (LPN) problem with the parameters
k, q and  - LPNk,q, problem (Formal definition of the LPN
problem is out of the scope of this paper). Note that the
LPN problem is a particular problem of solving a system of
consistent overdefined linear equations corrupted with noise so
that each equation is correct with a given probability. Also note
that the LPN problem is equivalent to the problem of decoding
of a general linear block code and it is known that this problem
is NP-complete [1], and that relating security of an encryption
technique to the LPN problem has been employed for security
evaluation of certain stream ciphers (see [30] and [32], for
example).
Also, the above design takes into account prevention against
the following particular general attacks on stream ciphers: (i)
time-memory and time-memory-data trade-off based attacks
reported in [14] and [2], respectively, as well as its variants
(including one reported in [29]); (ii) fast-correlation attack
reported and considered in a large number of papers (see [11],
for example).
VI. C ONCLUDING R EMARKS
This paper delivers a number of messages relevant for
security evaluation and design of certain classical and quantum
stream ciphers and particularly it points out the following:
(i) The reported dedicated decimation based algebraic and
fast correlation attacks imply additional requirements for design of the Boolean functions employed in certain keystream
generators; (ii) If the availability of only a short sample for
cryptanalysis makes one-step decoding based fast correlation
attacks (which are powerful when enough long sample is available) unapplicable, the security evaluation regarding resistance
against fast correlation attacks should take into account the
iterative decoding based ones pointed out in this paper; (iii)
The reported Y-00 quantum stream ciphers suffer from security
vulnerabilities and do not employ cryptographic and quantum
features in an optimal manner; A novel approach based on
the wire-tap concept for design of quantum stream ciphers
is pointed out which provides the potential for achieving
the security determined by the employed key dimension; (iv)
Finally, a framework for design of randomized stream ciphers
employing dedicated homophonic and error-correction coding
is pointed out.
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Spectral graph theory in computer science
Dragoš Cvetković, Slobodan K. Simić

Abstract—Eigenvalues and eigenvectors of several graph matrices appear in numerous papers on various subjects relevant
to information and communication technologies. In particular,
we survey applications in modelling and searching Internet, in
computer vision, data mining, multiprocessor systems, statistical
databases, and several other areas.
Index Terms—graph spectra, adjacency matrix, (signless)
Laplacian matrix, complex networks, Internet topology, computer
vision, data mining, quantum computing, bioinformatics

I. I NTRODUCTION
In this paper we shall give a survey of applications of
the theory of graph spectra to computer science. Spectral
graph theory represents nowadays a very useful mathematical
tool in the information technologies, enroled from text search
and retrieval, and for refining predictive-analysis systems.
Graph theory just helps in understanding structural relations in
massive data sets consisting of even billion of elements (called
vertices, or nodes), and relations among them represented by
links (called edges in undirected case, or arcs otherwise).
Spectral graph theory is based on linear algebra, and its well
developed part, the matrix theory. Some historical notes on
applications of spectral graph theory in general, can be found
in [60]. For us it is worth noting that in this paper we are
not giving a survey on applications of matrices in computer
science, or on applications of graphs in computer science. We
want to survey applications of the theory of graph spectra (or
of spectral graph theory) in computer science.
A spectral graph theory is a theory in which graphs are
studied by means of eigenvalues of a matrix M which is in
a prescribed way defined for any graph. This theory is called
M –theory.
Given a graph G on n vertices, the adjacency matrix A =
(aij ) of G is a square (0, 1)-matrix of order n in which aij = 1
if and only if the vertices i and j are adjacent. Besides the
adjacency matrix A, the frequently used graph matrices are the
Laplacian L = D − A and the signless Laplacian Q = D + A,
where D is a diagonal matrix of vertex degrees. Some other
graph matrices will be introduced later.
The spectral graph theory includes all these particular theories together with interaction tools. Spectral graph theory is
a mathematical theory where linear algebra and graph theory
meet together.
It was recognized in about last ten years that graph spectra have several important applications in computer science.
Graph spectra appear in internet technologies, pattern recognition, computer vision, data mining, multiprocessor systems,
Dragoš Cvetković, Slobodan K. Simić are with the Mathematical Institute
of Serbian Academy of Sciences and Arts, 11000 Belgrade, Serbia; e-mail:
{ecvetkod@etf.bg.ac.rs, sksimic@mi.sanu.ac.rs}.

statistical databases and in many other areas. There are thousands of such papers. Several papers in computer science cite
books on graph spectra such as [6], [17], [26], [29].
One should be noted that spectra of several graph matrices
appear in applications. The adjacency matrix and Laplacian
appear most frequently but also the signless Laplacian as well
as normalized versions of these matrices. Incidence, distance
and other matrices can be found as well. Sometimes the
considerations move from graph matrices to general ones;
equivalently, weighted graphs appear instead of graphs. In
some cases we encounter digraphs and hyper-graphs as well.
It can be noticed that in most cases not only the eigenvalues
but also the eigenvectors of relevant graph matrices appear in
applications.
Several researchers in computer science declare that spectral
graph theory is (one of) their scientific field(s). Note that
mathematicians usually speak of the theory of graph spectra
or just graph spectra.
We present now some expository texts on applications of
graph spectra.
The books [26], [25] contain each a chapter on applications
of graph eigenvalues. The book [31] also contains a chapter
on applications. There are sections on Physics, Chemistry,
Computer Sciences and Mathematics itself.
According to its Preface, the purpose of the book [27] is
to draw the attention of mathematical community to rapidly
growing applications of the theory of graph spectra. Besides
classical and well documented applications to Chemistry and
Physics, we are witnesses of the appearance of graph eigenvalues in Computer Science in various investigations. There
are also applications in several other fields like Biology,
Geography, Economics and Social Sciences.
The book [27] contains five chapters: an introductory chapter with a survey of applications by representative examples
and four case studies (one in Computer Science and three
in Chemistry). The book [28] is an extended and improved
edition of the previous one.
The introductory text [20] provides an introduction to the
theory of graph spectra and a short survey of applications of
graph spectra together with some selected bibliographies on
applications. We have mentioned applications to Chemistry,
Physics, Computer Sciences and Mathematics itself. Graph
spectra are used in many other branches of science including
Biology, Geography, Economics and Social Sciences.
Referring to the book [26] as “the current standard work on
algebraic graph theory”, Van Mieghem gave in his book [82]
a twenty page appendix on graph spectra, thus pointing out
the importance of this subject for communications networks
and systems.
The paper [79] is a tutorial on the basic facts of the theory
of graph spectra and its applications in computer science
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delivered at the 48th Annual IEEE Symposium on Foundations
of Computer Science.
Section 2 with several subsections surveys briefly main
applications of graph spectra in computer science.
II. A SURVEY OF APPLICATIONS
The paper [33] contains a survey of applications of graph
spectra to computer science. The survey is organized through
the following subsections:
A. Expanders and combinatorial optimization,
B. Complex networks and the Internet,
C. Data mining,
D. Computer vision and pattern recognition,
E. Internet search,
F. Load balancing and multiprocessor interconnection networks,
G. Anti-virus protection versus spread of knowledge,
H. Statistical databases and social networks,
I. Quantum computing.
Note that this classification of numerous applications into
subsections contains some overlapping of the classified material.
Here we give a condensed and partially improved version of
the survey from [33]. In particular, we add the tenth direction:
J. Bioinformatics.
A. Expanders and combinatorial optimization
One of the oldest applications (from 1970’s) of graph
eigenvalues in Computer Science is related to graphs called
expanders. Informally, we shall say that a graph has good
expanding properties if each subset of the vertex set of small
cardinality has a set of neighbors of large cardinality. Expanders and some related graphs (called enlargers, magnifiers,
concentrators and super-concentrators, just to mention some
specific terms) appear in treatment of several problems in
Computer Science (for example, communication networks,
error-correcting codes, optimizing memory space, computing
functions, sorting algorithms, etc.). Expanders can be constructed from graphs with a small second largest eigenvalue
in modulus. Such class of graphs includes the so called
Ramanujan graphs1 . Paper [63] is one of the most important
papers concerning Ramanujan graphs.
For an introduction to this type of applications see [32] and
references cited therein.
Expanders are related to some problems of combinatorial
optimization. More generally, several algorithms of combinatorial optimization are considered as a part of computer
science.
A sensor network consists of spatially distributed sensors
(with limited capacities) and links connecting them. One of
the basic problems with these networks is to design a topology
(connection graph) that maximizes the ratio ννn2 , where νn is
the largest while ν2 the second smallest eigenvalue of the
1 Let Λ(G) be the second largest modulus of an eigenvalue of a graph
G. A Ramanujan
graph is a connected regular graph of degree r for which
√
Λ(G) ≤ 2 r − 1.

graph Laplacian [55]. The larger is this ratio, the faster is
the convergence speed of the decision fusion algorithm, and
thus better the performance of the network. The same ratio
is relevant for the process of synchronization in complex
networks [48]. In [55], it was pointed that (non-bipartite)
Ramanujan graphs are good candidates for desired topologies.
There are many other problems in sensor networks where
the tools from the combinatorial optimization and spectral
graph theory can help, say in solving partitioning, assignment,
routing and scheduling problems.
Numerous relations between eigenvalues of graphs and
combinatorial optimization have been known for last twenty
years (see, for example, [67]). The following subjects belong
to this area:
Partition problems (graph bisection, connectivity and separation, isoperimetric numbers, maximum cut problem, clustering);
Stable sets and coloring (chromatic number, lower and upper
bounds on stable sets, k-colorable subgraphs);
Routing problems (diameter and the mean distance, random
walks).
Note that one of early heuristics for graph bisection uses
the Fiedler vector, i.e. the eigenvector belonging to the second
smallest eigenvalue of the graph Laplacian. This eigenvalue is
called algebraic connectivity of the graph and was introduced
by M. Fiedler [46].
See [26], pp. 417–418, and [80] for further data and
references.
B. Complex networks and the Internet
Complex networks is a common name for various real
networks which are presented by graphs with an enormously
great number of vertices. Here belong Internet graphs, phone
graphs, e-mail graphs, social networks and many other. In
spite of their diversity such networks share some common
properties.
Several models of random graphs have been used to describe
complex networks including the classical Erdös-Rényi model
where we have a constant probability for the existence of each
edge. There are models where given degree distribution is
realized.
Main characteristic of complex networks is the degree and
eigenvalue distribution. Both distributions obey a power law
of the form x−β for a positive constant β.
In particular, if nk denotes the number of vertices of degree
k, then asymptotically nk = ak −β for some constant a.
It was conjectured in [44] that in networks with degree
power law the largest eigenvalues of the adjacency matrix
have also a power law distribution. That was proved under
some conditions in [66].
The power law for eigenvalues can be formulated in the
following way. Let λ1 , λ2 , . . . be non-increasing sequence of
eigenvalues of the adjacency matrix, then asymptotically λk =
ak −γ for some constant a and positive γ.
An important topic is also the synchronization of a network
of coupled oscillators [48].
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The book [18] is devoted to complex networks. There
are two chapters which describe spectral properties of such
networks. The book [83] describes how graph spectra are used
in complex networks. See also [48].
Note that most of the papers on complex networks appear
in scientific journals in the area of Physics.
The Internet is a collection of thousands of local networks
(Autonomous Systems) of computers (hosts and routers). Autonomous Systems are linked by a common set of protocols
which enable communication and allow the use of services
located at any of the other Autonomous Systems.
The whole Internet, or a part of it, can be represented by
a graph in which the vertices correspond to hosts and routers
while the edges correspond to physical connections between
them. In another representations the vertices correspond to
Autonomous Systems and the edges to the links.
Studying and modelling Internet topology (i.e. the structure)
is necessary for protocol performance evaluation and simulation of a variety of network problems. The main theoretical
models of the Internet use the concepts of complex networks
and, in particular, power laws for degrees and eigenvalues.
Empirical studies of the Internet topology have been conducted in many papers using the normalized Laplacian matrix
1
1
1
1
L̂ = D− 2 (D−A)D− 2 = D− 2 LD− 2 . This matrix has 1’s on
the diagonal, and at an off-diagonal position (i, j) the entry is
equal to 0 for non-adjacent and − √ 1 for adjacent vertices
di dj

i, j of degrees di , dj . The spectrum of L̂ belongs to the interval
[0, 2] independently of the number of vertices. The book [17]
is devoted to the normalized Laplacian.
The eigenvalues γi ; i = 1, 2, . . . , n of L̂ in non-decreasing
i−1
order can be represented by points ( n−1
, γi ) in the region
[0, 1] × [0, 2] and can be approximated by a continuous
curve. It was noticed in [85] that this curve is practically
the same during the time for several networks in spite of the
increasing number of vertices and edges of the corresponding
graph. Therefore the authors consider the spectrum of L̂ as a
fingerprint of the corresponding network topology.
A spectrally based measure of similarity between networks
has been introduced in [45], and applied to Internet topology
analysis.
index of a graph G on n vertices is the sum
PEstrada
n
λ1
i=1 e , where λi is the i-th eigenvalue of the adjacency
matrix of G. It was first introduced to quantify the degree
of folding of protein chains [41], and later to study complex
networks [42]. Related to Estrada index is a spectral measure
of bipartivity, defined as a proportion of even closed walks to
the total number of closed walks in a graph (see [43]). Since
bipartivity can be recognized from some graph spectra (say,
adjacency and normalized Laplacian) some further spectral
measures can be introduced via these spectra. One of them
(for connected graphs) is the least eigenvalue of the signless
Laplacian (see [38]).
C. Data mining
Data mining discovers interesting and unknown relationships and patterns in huge data sets. Such hidden information
could contribute very much to many domains such as image

processing, web searching, computer security and many others
including those outside computer science.
Among many tools used in data mining, spectral techniques
play an important role [70], [78]. Here belong, in particular,
clustering and ranking the vertices of a graph. While ranking
will be treated in E., here we consider the clustering.
A description of spectral clustering methods is given in the
tutorial [65]. Here we assume that the data are represented by
a graph.
We shall present an algorithm for graph clustering which is
based on the Laplacian matrix of a graph.
Let G be a connected graph on n vertices. Eigenvalues in
non-decreasing order and corresponding orthonormal eigenvectors of the Laplacian L = D − A of G are denoted by
ν1 = 0, ν2 , . . . , νn and u1 , u2 , . . . , un , respectively.
In order to construct k clusters in a graph we form an n × k
matrix U containing the vectors u1 , u2 , . . . , uk as columns. In
this way we have constructed a geometric representation G of
G in the k-dimensional space Rk : we just take rows of U
as point coordinates representing the vertices of G. Edges are
straight line segments between the corresponding points. Now
classical clustering methods (say k-means algorithm) should
be applied to this new graph presentation.
The results obtained by this and similar spectral clustering
algorithms are very good and popular among researchers.
However, these algorithms are not completely theoretically
explained and understood. We shall explain some basic facts
on why such clustering algorithms perform well.
Based on a well-known inequality for the Rayleigh quotient
it is easy to see that the sum of squares of lengths of all edges
in the representation G of G is equal to ν1 + ν2 + . . . + νk ,
as noted in the literature (see, for example, [59]). It is clear
that we have achieved a minimal value over all representations
obtained via matrix U with orthonormal columns.
It should be expected that such an extremal graph representation must have remarkable properties. In particular, this
representation enhance the cluster-properties of the original
data and clusters can now be trivially detected.
Graph representation obtained by the Laplacian matrix has
been used in graph drawings [59], [52].
Together with the Laplacian L and the normalized Laplacian
L̂ also the matrix D−1 L has been used in clustering algorithms. According to [65] the last matrix performs best.
The indexing structure of objects appearing in computer
vision (and in a wide range of other domains such as linguistics
and computational biology) may take the form of a tree. An
indexing mechanism that maps the structure of a tree into
a low-dimensional vector space using graph eigenvalues is
developed in [73]. Similar techniques have been used in [37].
Spectral filtering is also a well known information retrieval
method. It uses adjacency matrix, its k < n largest eigenvalues
and corresponding eigenvectors. For more details, see for
example [49]. Note that the method of [49] has been critically
commented in [70]. However, theoretical justification of the
method can be found in [12].
In [68] a spectral graph theory approach is presented for
representing melodies as graphs, based on intervals between
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the notes they are composed of. These graphs are then indexed
using their Laplacian spectrum. This makes possible to find
melodies similar to a given melody.
D. Computer vision and pattern recognition
Spectral graph theory has been widely applied to solve problems in the field of computer vision and pattern recognition.
Examples include image segmentation, routing, image classification, etc. These methods use the spectrum, i.e. eigenvalues
and eigenvectors, of the adjacency or Laplacian matrix of a
graph.
The basic idea is to represent an image by a weighted
graph with a vertex for each pixel and the edges between the
neighboring pixels with weight depending on how similar the
pixels are.
A more sophisticated idea is to represent an image’s content
by a graph with specially selected points as vertices. The
interesting points are points in an image which have a welldefined position and can be robustly detected.
Several other graphs are used.
Graphs appearing in computer vision usually have a lot of
vertices and simple eigenvalues [88].
Techniques from spectral-graph theory have been used to
develop powerful algorithms in computer vision and pattern
recognition. For instance, Shi and Malik [74] have shown how
the Fiedler vector (i.e. the eigenvector associated to the second
smallest eigenvalue of the Laplacian matrix) can be used
to separate the foreground from the background structure in
images. The original procedure from [47] has been improved
by using the matrix D−1 L (so as to maximize the normalized
graph cut).
More generally, image segmentation is an important procedure in computer vision and pattern recognition. The problem
is to divide the image into regions according to some criteria.
Very frequently the image segmentation is obtained using
eigenvectors of some graph matrices.
Graph clustering is also an important issue in computer
vision and pattern recognition, since graphs can be used for
the high-level abstraction of scene and object structure.
Standard graph clustering methods need to solve the correspondence problems between vertices of the original and the
transformed graph what could cause computational problems.
Luo, Wilson and Hancock [64], [88] have proposed spectral
invariants for graph clustering. These methods do not need to
solve the vertex correspondence problem, instead they rely on
using information from the spectrum of the Laplacian matrix.
Finally, we mention an application of the spectral graph
theory in automatic cancer diagnosis, where the so called cellgraphs are examined. They are extracted from biopsy images,
and define a new set of features derived to distinguish the
cancerous tissues from their healthy counterparts (see [36] for
more details).

systems are PageRank [11] (used in Google) and Hyperlinked
Induced Topics Search (HITS) [56].
The structure of the Internet is represented in this context
by a digraph G where web pages correspond to vertices and
links between the pages (hyperlinks) to arcs.
HITS exploits eigenvectors belonging to the largest eigenvalues of the matrices AAT and AT A where A is the adjacency matrix of a subgraph of G induced by the set of web
pages obtained from search key words by some heuristics. The
obtained eigenvectors define a certain ordering of selected web
pages.
PageRank uses similar ideas. Random walks are considered
in this model. In fact, the adjacency matrix of G is normalized
so that the sum of entries in each row is equal to 1. This
is achieved by dividing2 the entries in each row by the outdegree of the corresponding vertex. Equivalently, we form a
−1
new matrix P = D+
A where D+ is the diagonal matrix of
out-degrees. The matrix P is a transition matrix of a Markov
chain and the normalized eigenvector of the largest eigenvalue
of its transpose P T defines the steady-state of the chain. Pages
are ranked by the coordinates of this eigenvector.
Expository paper [61] contains a survey of both techniques.
There are many papers in computer science literature on
different aspects of using eigenvectors in Internet search
engines.
From the mathematical point of view, the subject of ranking
individuals or objects by eigenvectors of suitably chosen graph
matrices is very old. One of the basic references is the thesis
[87]. In particular, the ranking of the participants of a roundrobin tournament can be carried out in that way (see, for
example, [26], p. 226). These methods have been used in the
sociology for a long time as well (see, for example, [7]).
We reproduce here a relevant result. The following theorem
of T.H. Wei [87] is noted in [29], p. 26:
Theorem. Let Nk (i) be the number of walks of length k
starting at vertex i of a non-bipartite connected
P graph G with
−1
n
vertices 1, 2, . . . , n. Let sk (i) = Nk (i) ·
.
j=1 Nk (j)
T
Then, for k → ∞, the vector (sk (1), sk (2), . . . , sk (n)) tends
towards the eigenvector corresponding to the index of G.
Counting walks with specified properties in a graph (or
digraph) is related to graph spectra by the following wellknown result (see [26] p. 44).
Theorem. If A is the adjacency matrix of a graph, then the
(k)
(i, j)-entry aij of the matrix Ak is equal to the number of
walks of length k that originate at vertex i and terminate at
vertex j.
The same idea of ranking vertices appears with eigenvector centrality, which is also a measure of the importance
of a vertex in a network. The vertex centrality is defined
as the corresponding coordinate of the normalized positive
eigenvector of the graph index. In fact, it assigns relative
scores to all vertices in the network based on the principle
that connections to high-scoring vertices contribute more to

E. Internet search
Web search engines are based on eigenvectors of the adjacency and some related graph matrices. The most known

2 Prior to this transformation, arcs going to all other vertices are added to
each vertex without outgoing arcs. Also, in order to ensure primitivity of the
matrix, at least one odd cycle is artificially formed if such one did not exist.
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the score of the vertex in question than equal connections
to low-scoring vertices. Google’s PageRank is a variant of
the eigenvector centrality measure. For more details, see [14],
[15].
F. Load balancing and multiprocessor interconnection networks
The job which has to be executed by a multiprocessor
system is divided into parts called elementary jobs that are
given to particular processors to handle them. Elementary jobs
distribution among processors can be represented by a vector
x whose coordinates are non-negative integers.
Vector x is usually changed during the work of the system
because some elementary jobs are executed while new elementary jobs are permanently generated during the execution
process. Of course, it would be optimal that the number of
elementary jobs given to a processor is the same for all
processors, i.e., that the vector x is an integer multiple of the
vector j whose all coordinates are equal to 1. Since this is not
always possible, it is reasonable that processors with a larger
number of elementary jobs send some of them to adjacent
processors so that the job distribution becomes uniform if
possible. In this way the so called problem of load balancing
is important in managing multiprocessor systems.
We shall present an algorithm for the load balancing problem which is based on the Laplacian matrix of a graph.
Let G be a connected graph on n vertices. Eigenvalues
and corresponding orthonormal eigenvectors of the Laplacian
L = D − A of G are denoted by ν1 , ν2 , . . ., νn = 0
and u1 , u2 , . . . , un , respectively. Any vector x from Rn can
be represented as a linear combination of the form x =
α1 u1 + α2 u2 + · · · + αn un .
By iterations

1  (k−1)
L x
, k = 1, 2, . . . , m − 1 (1)
x(k) = I −
µk
we shall obtain x(m−1) = βj.
We have seen how a vector x can be transformed to a
multiple of j using the iterative process (1) which involves
the Laplacian matrix of the multiprocessor graph G.
This means that the current load at vertex i is changed in
such a way that vertex (processor) i sends µ1k -th part of its
load to each of its di neighbors and, since this holds for every
vertex, also receives µ1k -th part of the load from each of its
di neighbors.
The number of iterations in (1) is equal to the number
of non-zero distinct Laplacian eigenvalues of the underlying
graph. In addition, maximum vertex degree ∆ of G also affects
computation of the balancing flow. Therefore, the complexity
of the balancing flow calculations essentially depends on the
product m∆ and that is why this quantity was proposed in
[40] as a parameter relevant for the choice and the design of
multiprocessor interconnection networks.
See references [35], [39], [53], [54] for further information
on the load balancing problem. For a survey of load balancing
in wireless sensor networks the reader is referred to [19].

If m∆ is small for a given graph G, the corresponding
multiprocessor topology was expected to have good communication properties and has been called well-suited.
The following definitions of four kinds of graph tightness
have been introduced and used in [21], [22], [23].
First type mixed tightness t1 (G) of a graph G is defined as
the product of the number of distinct eigenvalues m and the
maximum vertex degree ∆ of G, i.e., t1 (G) = m∆.
Structural tightness stt(G) is the product (D + 1)∆ where
D is diameter and ∆ is the maximum vertex degree of a graph
G.
Spectral tightness spt(G) is the product of the number of
distinct eigenvalues m and the largest eigenvalue λ1 of a graph
G.
Second type mixed tightness t2 (G) is defined as a function
of the diameter D of G and the largest eigenvalue λ1 , i.e.,
t2 (G) = (D + 1)λ1 .
Several arguments were given which support the claim that
graphs with small tightness t2 are well suited for multiprocessor interconnection networks.
It was proved that the number of connected graphs with a
bounded tightness is finite and graphs with tightness values
not exceeding 9 are determined explicitly. There are 69 such
graphs and they contain up to 10 vertices. In addition, graphs
with minimal tightness values when the number of vertices is
n = 2, . . . , 10 are identified.
G. Anti-virus protection versus spread of knowledge
The largest eigenvalue λ1 of the adjacency matrix plays
an important role in modelling virus propagation in computer
networks. The smaller the largest eigenvalue, the larger the
robustness of a network against the spread of viruses. In
fact, it was shown in [86] that the epidemic threshold in
spreading viruses is proportional to 1/λ1 . Another model of
virus propagation in computer networks has been developed
in [84] with the same conclusion concerning 1/λ1 .
Motivated by the above facts, the authors of [34] determine
graphs with minimal λ1 among graphs with given number of
vertices and having a given diameter. The forthcoming paper
[76] contains further contributions in this direction.
Research and development networks (R&D networks) are
studied using the largest eigenvalue of the adjacency matrix in
[57], [58]. In such networks it is desirable that the knowledge
is spread through network as much as possible. Therefore the
tendency is to achieve high values of the largest eigenvalue,
just opposite to considerations of virus propagation.
An intuitive explanation of both phenomena, advantage to
have minimal value of λ1 for virus protection and maximal
value of λ1 for knowledge spread, can be obtained by the
fact that the number of walks of length k in a connected
graph behaves asymptotically as cλk1 for a constant c > 0.
The greater the number of walks the more intensive is the
spread of the mowing substance, does not matter whether this
is the virus or the knowledge.
The virus propagation model established in [86] is a discrete
time model. It uses the vector Pt = (p1,t , p2,t , . . . , pn,t )T
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where pi,t is the probability that the vertex i is infected at
time t.
Given β and δ (where β is the virus birth rate on an edge
connected to an infected vertex and δ the virus curing rate on
an infected vertex), one can derive the following condition
1
β
<
δ
λ1
for elimination of viruses. We see that the network is as safer
as the smaller is λ1 . We can denote the quantity τ = λ11 as
the epidemic threshold in spreading viruses. Hence if βδ < τ
the network is safe and in the opposite case the network will
be conquered by viruses.
We shall describe the model of R&D networks according
to [57], [58]. Consider an industry in which firms engage in
pairwise R&D collaborations with other firms. Collaborations
allow the growth of knowledge within the firm and an increase
in the probability to introduce innovations that yield profit to
the firm. R&D network is represented by a graph G in which
the firms are vertices and collaborations between firms are
edges. Let xi be the level of knowledge of the firm i and it
depends on time t. It is assumed that the growth of knowledge
within a firm is proportional to the sum of levels of knowledge
of its neighbors. This leads to a system of linear differential
equations and to the conclusion that the expected profit per
unit of time is equal to the largest eigenvalue of the relevant
component of G minus the costs of formation and maintaining
the collaboration links with other firms.
A similar situation appears in several other networks. Given
a graph G, its congestion number is the inverse of the spectral
radius of the graph. The intuitive explanation to this definition
is that while more paths of a fixed length we have in order to
send information, we can split the information on these paths
and coordinate them to arrive with the same number of hops
at the receiver. This has the advantage of equalizing sourcedestination delays of packets that belong to the same class,
which allows one to minimize the amount of packets that come
out of sequence. This is desirable since in data transfers, out
of order packets are misinterpreted to be lost which results not
only in retransmissions but also in drop of systems throughput
(see [75]).
There are numerous mathematical investigations in both
directions: to find graphs in particular classes of graphs which
have minimal or maximal largest eigenvalue (see, e.g. [29],
[31]).
H. Statistical databases and social networks
Statistical databases are those that allow only statistical
access to their records. Individual values are typically deemed
confidential and are not to be disclosed, either directly or
indirectly. Thus, users of a statistical database are restricted
to statistical types of queries, such as looking for the sum
of values, minimum or maximum value of some records, etc.
Moreover, no sequence of answered queries should enable a
user to obtain any of the confidential individual values.
We consider here the restricted case where queries are
related to the sum of values of records in the database and

each record is contained in at most 2 queries. Then the query
matrix corresponds to a an incidence matrix of a graph G,
where queries correspond to vertices and records correspond
to edges.
The results from [8], [10] show an interesting connection
between compromise-free query collections and graphs with
least eigenvalue -2 [30]. This connection was recognized in
the paper [9].
The problem of protecting the privacy appears also in
social networks at the Internet (for example, FaceBook) when
studying general properties of an existing network. A way
to protect the privacy of personal data is to randomize the
network representing relations between individuals by deleting
some actual edges and by adding some false edges in such a
way that global characteristics of the network are unchanged.
This is achieved using eigenvalues of the adjacency matrix
(in particular, the largest one) and of the Laplacian (algebraic
connectivity) to control the process of deleting and adding the
edges [89].
I. Quantum computing
Quantum computation is a model of computation based on
the principles of quantum mechanics although the corresponding computers have not yet been realized. In spite of the nonexistence of actual machines, the theory of quantum computing
is very much developed. For a general overview on Quantum
Information Technology see, for example, special issue of the
journal NEC Research & Developments [69]. See [81] for a
mathematical treatment.
A graph is called integral if its spectrum consists entirely
of integers. Integral graphs have been studied for decades as
a kind of mathematical curiosity without any idea for what
they could be used outside mathematics (see [1] for a survey
of results up to 2004). In particular, there are exactly 13
connected, cubic, integral graphs [13]. Among them are, for
example, the 3-dimensional cube and the Petersen graph.
It has been discovered recently [16] that integral graphs can
play a role in the so called perfect state transfer in quantum
spin networks. Speaking in terms of quantum physics, there
is perfect state transfer between two vertices of a graph if
a single excitation can travel with fidelity one between the
corresponding sites of a spin system modelled by the graph
[72].
Let G be a graph with adjacency matrix A and consider
the matrix H(t) = eiAt where t is a real variable and
i2 = −1. According to [50], perfect state transfer occurs
between vertices u and v of G if there is a value of t such
that |H(t)u,v | = 1. This can happen in integral graphs but not
always.
Further details on this topic can be found in [71], [50], [51],
[72], [81].
The 3-dimensional cube is the only connected cubic integral
graph with perfect state transfer [72]. Some other results in this
direction have been obtained in [4], [5].
J. Bioinformatics
The theory of complex networks is used in bioinformatics
to present biological networks, for example, protein-protein
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interaction networks [12]. In this paper eigenvectors of several
least eigenvalues of the adjacency matrix are used to identify
bipartite subgraphs in a network corresponding budding yeast.
Networks appearing in biology have been analyzed by
spectra of normalized graph Laplacian in [2], [3].
Spectral techniques were applied in studying brain networks
in [90]. Another application is related to discovering genetic
ancestry, see [62].
III. C ONCLUDING REMARKS
As we have seen, spectral graph theory has several important
applications in computer science. New applications appear
very frequently. Our feeling is that cooperation between engineers and mathematicians concerning applications of spectral
graph theory to computer science should be improved for the
benefit of both computer science and mathematics.
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I.Gutman, Mathematical Institute SANU, Belgrade, 2011, 63–84.
[49] C. Gkantsidis, M. Mihail, E. Zegura, Spectral analysis of Intetnet
topologies, IEEE INFOCOM 2003.
[50] C. Godsil, Periodic graphs, arXiv:0806.2704 [math.CO].
[51] C. Godsil, When can perfect state transfer occur?, arXiv:
1001.0231v2[math.CO].
[52] K.M. Hall, An r-dimensional quadratic placement algorithm, Management Sci., 17(1970), 219–229.
[53] Y.F. Hu, R.J. Blake, An improved diffusion algorithm for dymanic load
balancing, Parallel Comput. 25(1999), 417–444.
[54] Y.F. Hu, R.J. Blake, D.R. Emerson, An optimal migration algorithm for
dymanic load balancing, Concurrency Pract. Exp. 10(1998), 467–483.
[55] S. Kar, J.M.F. Moura, Ramanujan topologies for decision making in
sensor networks, 44th Annual Allerton Conference on Communications,
Control, and Computing, Allerton, Monticello, IL, Sep. 27–29, 2006.
[56] J. Kleinberg, Authoratitive sources in a hyperlinked environment, J.
ACM, 48 (1999), 604-632.
[57] M.D. König, S. Battiston, M. Napoletano, F. Schweityer, The efficiency
and evolution of R&D networks, Working Paper 08/95, Economics
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